ACORD

INTRE

GUVERNUL ROMANIEI

SI

GUVERNUL REPUBLICII BULGARIA

PRIVIND PROTECTIA RECIPROCA

A INFORMATIILOR CLASIFICATE




Guvernul Roméniei si Guvernul Republicii Bulgaria, denumite in
continuare Parti Contractante,

Cunoscand faptul ca buna cooperare poate face necesar un schimb de
Informatii Clasificate intre Partile Contractante,

Dorind sé stabileascd un set de reguli care sd reglementeze protectia
reciprocd a Informatiilor Clasificate ce se vor aplica tuturor acordurilor de
cooperare si Contractelor Clasificate viitoare ce vor fi stabilite intre Partile
Contractante si care vor contine si implica accesul la Informatii Clasificate,

Au convenit urméatoarele:

ARTICOLUL 1
DISPOZITII GENERALE

(1) Prezentul Acord va sta la baza tuturor activitatilor ce implica, in
conformitate cu legislatiile nationale, schimbul de Informatii Clasificate intre
Partile Contractante, direct sau prin intermediul altor organisme de stat sau
persoane juridice.

(2) Decizia privind schimbul de Informatii Clasificate Intre Partile
Contractante se ia in conformitate cu legislatiile nationale ale acestora.

(3) Partile Contractante isi vor indeplini obligatiile stipulate in prezentul
Acord, conform conditiilor stabilite prin acesta, pe baza principiilor egalitatii
si avantajului reciproc.

(4) Prezentul Acord nu va afecta obligatiile celor doud Parti
Contractante ce derivd din alte acorduri internationale si nu va fi folosit
impotriva intereselor, securitdtii i integritatii teritoriale ale altor state.
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ARTICOLUL 2
DEFINITII

In sensul prezentului Acord:

a) Informatie Clasificata inseamna:
orice informatie, indiferent de forma sa fizica, céreia i s-a atribuit un nivel de
clasificare de securitate in conformitate cu legislatiile nationale si care va fi
protejatd in mod corespunzator;

b) Document Clasificat inseamna:

orice Informatie Clasificatd inregistratd, indiferent de forma si caracteristicile
sale fizice, incluzind, dar fara a se limita la, urmatoarele suporturi relevante:
hartie scrisda de ménd sau imprimatd, sigilii, aplicatii utilizate pentru
procesarea datelor, harti, tabele, fotografii, imagini, litografii, gravuri, desene
sau parti din acestea, schite, ciorne, note, foi de indigo, riboane de tiparit sau
pentru multiplicarea efectuatd prin orice mijloace ori procese, Inregistrari
audio, vocale, magnetice ori video, electronice sau optice sub orice forma, cat
si echipamente portabile de procesare automata a datelor cu medii de stocare
fixe sau detasabile;

c) Material Clasificat inseamna:
orice articol tehnic, prototip, echipament, instalatie, dispozitiv sau arma
fabricat sau in curs de fabricatie, precum si componentele folosite la fabricarea
acestora, ce contin Informatii Clasificate; '

d) Marcajul Clasificarii de Securitate inseamna:
un marcaj ce indicd nivelul clasificarii de securitate a Informatiei Clasificate,
in conformitate cu legislatiile din statele Partilor Contractante;

e) Contract sau Sub-contract Clasificat inseamna:
un acord incheiat In conformitate cu legislatiile nationale, intre Contractanti
sau intre Contractanti si Sub-contractanti, care contine si/ sau implica acces la
Informatii Clasificate in procesul derularii sale;

f) Contractant sau Sub-contractant inseamna:
o persoana fizica sau juridicd ce are capacitatea legald de a incheia Contracte
Clasificate sau care este parte la un Contract Clasificat;




g) Incident de Securitate inseamna:
0 actiune sau inactiune contrara legislatiei nationale care are sau poate avea ca
rezultat Accesul Neautorizat la Informatii Clasificate;

h) Accesul Neautorizat la Informatii Clasificate Inseamna:
dezvidluirea, utilizarea gresitd, modificarea, deteriorarea, prezentarea,
distrugerea neautorizata a Informatiilor Clasificate, precum si orice alte acte ce
duc la incdlcarea masurilor de protectie sau la pierderea unor astfel de
informatii,

1) Certificat de Securitate inseamna:
o decizie pozitivd ca urmare a unei proceduri de vetting care va atesta
loialitatea i onestitatea unei persoane si va dovedi conformitatea cu conditiile
stipulate in legislatia nationala. Pe baza acestei decizii pozitive se poate acorda
unei astfel de persoane accesul la informatii cu un anumit nivel de clasificare;

j) Certificat de Securitate Industriala inseamna:
o decizie pozitivd ca urmare a unei proceduri de vetting care va atesta
capacitatea fizicd si organizatoricd a unei persoane juridice de a proteja
corespunzator Informatiile Clasificate si care va dovedi conformitatea cu
conditiile stipulate in reglementarile nationale. Pe baza acestei decizii pozitive,
unei astfel de persoane juridice i se poate acorda accesul la informatii cu un
anumit nivel de clasificare;

k) Principiul ,,Necesitatea de a Cunoaste” Inseamna:
un principiu potrivit caruia accesul la Informatii Clasificate se va acorda doar
acelei persoane care, in executarea sarcinilor sau atributiilor sale oficiale,
necesita accesul la astfel de informatii;

1) Autoritatea Competenti de Securitate inseamna:
autoritatea care, conform legislatiei nationale a statului Partii Contractante
respective, aplicd politica acelui stat in domeniul protectiei Informatiilor
Clasificate, exercita controlul general in aceasta sferd de activitate si raspunde
de implementarea prezentului Acord, fiind stabilitd ca atare in art. 4 din
prezentul Acord;

m) Autoritate Specializata de Securitate inseamna:
institutia care, conform legislatiei nationale, are competente specifice in
domeniul protectiei Informatiilor Clasificate;




n) Tert Inseamna:
un stat sau o organizatie internationald, care nu este parte la prezentul Acord
sau o persoand fizicd ori juridici ce nu indeplineste cerintele nationale
respective privind accesul la Informatii Clasificate, inclusiv principiul
,Necesitatii de a Cunoaste”.

ARTICOLUL 3
NIVELURILE CLASIFICARILOR DE SECURITATE

(1) Nivelurile clasificarilor de securitate ce se aplicd informatiilor
schimbate in cadrul prezentului Acord sunt:

a) Pentru Roménia: STRICT SECRET DE IMPORTANTA
DEOSEBITA (TOP SECRET), STRICT SECRET (SECRET), SECRET
(CONFIDENTIAL) si SECRET DE SERVICIU (RESTRICTED);

b) pentru Republica Bulgaria: CTPOI'O CEKPETHO (TOP SECRET),
CEKPETHO (SECRET), IOBEPUTEJIHO (CONFIDENTIAL) si 3A
CJIYXEBHO ITOJI3BAHE (RESTRICTED).

(2) Partile Contractante au stabilit echivalenta nivelurilor clasificarilor
de securitate dupa cum urmeaza:

Romania Bulgaria Echivalentul in
limba engleza
STRICT SECRET DE CTPOI'O CEKPETHO TOP SECRET

IMPORTANTA
DEOSEBITA
STRICT SECRET CEKPETHO SECRET
SECRET TTOBEPUTEJIHO CONFIDENTIAL
SECRET DE SERVICU 3A CJIYKEBHO RESTRICTED

ITOJI3BAHE

(3) Numai Partea Contractantd emitentd este autorizatd sa modifice
nivelul clasificarii de securitate sau sd declasifice Informatiile Clasificate
transmise. Atribuirea unui nivel de clasificare de securitate Informatiilor
Clasificate stabilite In comun, modificarea acestuia sau declasificarea acestor
informatii se vor face prin acordul Partilor Contractante.
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3 ARTICOLUL 4
AUTORITATILE COMPETENTE DE SECURITATE

(1) Autoritatile Competente de Securitate responsabile de implementarea
si controlul corespunzator al tuturor aspectelor prezentului Acord sunt:

- in Rominia: Guvernul Roméniei, Oficiul Registrului National al
Informatiilor Secrete de Stat - ORNISS, (Government of Romania, National
Registry Office for Classified Information), Bucuresti, str. Mures nr. 4, sector
1 ROMANIA;

- In Republica Bulgaria: JIspxassa Komucus no CurypHocTTa Ha
Nudopmanusra — JIKCHU, Codus, Yi. Auren Kvnues, 1, BbJII'APUA (State
Commission on Information Security), Sofia, str. Angel Kanchev nr.l,
BULGARIA.

(2) In vederea realizirii si mentinerii unor standarde comparabile de
securitate, Autoritdtile Competente de Securitate isi vor furniza reciproc, la
cerere, informatii despre standardele, procedurile si practicile de securitate
pentru protectia Informatiilor Clasificate, aplicate de catre Partea Contractanti
respectivd. Autoritatile Competente de Securitate vor permite, de comun
acord, efectuarea de vizite de inspectie in ambele tiri, de catre persoane
oficiale autorizate.

ARTICOLUL 5
MASURI DE PROTECTIE A INFORMATIILOR CLASIFICATE

(1) In conformitate cu prezentul Acord si legislatiile nationale, Partile
Contractante vor implementa toate masurile corespunzitoare pentru protectia
Informatiilor Clasificate care sunt schimbate sau produse conform prezentului
Acord. Acestor Informatii Clasificate li se va asigura acelasi nivel de protectie
ca si Informatiilor Clasificate nationale, cu un nivel de clasificare de securitate
corespunzétor, conform art. 3.

(2) Partea Contractantd primitoare nu va utiliza un nivel de clasificare
inferior pentru Informatiile Clasificate primite si nici nu va declasifica aceste
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informatii fard acordul prealabil scris al Autoritatii Competente de Securitate a
Partii Contractante emitente.

(3) Partea Contractanta primitoare este obligata:

a) sa nu dezvaluie Informatii Clasificate unui Tert fard acordul
prealabil scris al Partii Contractante emitente;

b) sd atribuie Informatiilor Clasificate un nivel de clasificare de
securitate echivalent cu cel atribuit de Partea Contractanta emitenta;

c) sd nu utilizeze Informatiile Clasificate In alte scopuri decét cele
pentru care au fost furnizate;

d) sa garanteze drepturile civile precum drepturile de brevet, drepturile
de autor sau secretele comerciale cuprinse in Informatii Clasificate.

(4) Partea Contractantd emitentd se va asigura cd Partea Contractanta
primitoare este informata asupra:

a) Marcajelor Clasificarilor de Securitate ale informatiilor si a tuturor
conditiilor de diseminare sau limitare a utilizarii lor si asupra faptului ca
informatiile sunt marcate corespunzator;

b) oricaror modificari ulterioare ale nivelurilor clasificarilor de
securitate.

(5) In cazul in care orice alt acord incheiat intre Partile Contractante
contine reglementéri mai stricte privind schimbul sau protectia Informatiilor
Clasificate, se vor aplica respectivele reglementari.

(6) In cazul in care sunt imposibile protejarea si returnarea Informatiilor
Clasificate produse sau schimbate conform prezentului Acord, Informatiile
Clasificate vor fi distruse imediat. Partea Contractantd primitoare va informa
imediat Autoritatea Competentd de Securitate a Partii Contractante emitente
asupra distrugerii Informatiilor Clasificate.
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ARTICOLUL 6
TRANSMITEREA INFORMATIILOR CLASIFICATE

(1) Informatiile Clasificate se transmit prin curier diplomatic, militar sau
prin alte mijloace aprobate de Autorititile Competente de Securitate.
Autoritatea Competentd de Securitate primitoare va confirma primirea
Informatiilor Clasificate.

(2) Daca existd un volum mare de Informatii Clasificate ce trebuie
transmis, Autoritdtile Competente de Securitate vor conveni si vor aproba de
comun acord modalititile de transport, ruta si masurile de securitate pentru
fiecare caz in parte.

(3) Schimbul de Informatii Clasificate prin intermediul sistemelor
informatice si de comunicatii se realizeaza conform procedurilor de securitate
stabilite in legislatia nationala.

ARTICOLUL 7
MARCAJELE CLASIFICARILOR DE SECURITATE

(1) Partea Contractanta primitoare va marca Informatiile Clasificate ale
Partii Contractante emitente cu Marcaje ale Clasificarii de Securitate
echivalente, in conformitate cu art. 3 din prezentul Acord.

(2) Informatiile Clasificate produse in comun vor fi marcate de catre
Partea Contractanti pe teritoriul cireia acestea au fost produse. In acest caz,
aceastd Parte Contractantd va fi consideratd Parte Contractanti emitenta.
Partea Contractantd emitenta poate transmite Informatiile Clasificate produse
in comun cétre un Tert numai cu acordul prealabil scris al celeilalte Parti
Contractante.

(3) Informatiile Clasificate produse de catre Partea Contractanta
primitoare pe baza Informatiilor Clasificate sau a unei parti din Informatiile
Clasificate transmise de Partea Contractantd emitentd vor fi marcate cu
Marcaje de Clasificare de Securitate, ce nu vor fi inferioare Marcajelor
Clasificarilor de Securitate ale Informatiilor Clasificate transmise.




ARTICOLUL 8
TRADUCEREA, MULTIPLICAREA, DISTRUGEREA

(1) Documentele Clasificate marcate cu nivelul de clasificare de
securitate STRICT SECRET DE IMPORTANTA DEOSEBITA / CTPOI'O
CEKPETHO / TOP SECRET vor fi traduse sau copiate numai cu acordul scris
al Autoritatii Competente de Securitate a Partii Contractante emitente.

(2) Orice traducere a Informatiilor Clasificate va purta Marcajul de
Clasificare de Securitate a originalului si 0 adnotare corespunzatoare in limba
in care au fost traduse, ce va indica faptul ci materialul tradus contine
Informatii Clasificate ale Partii Contractante emitente.

(3) In cazul in care Informatiile Clasificate sunt multiplicate sau copiate,
toate Marcajele Clasificarilor de Securitate de pe original vor fi multiplicate
sau marcate pe fiecare copie. Astfel de informatii multiplicate sau copiate vor
fi supuse acelorasi masuri de protectie ca si informatiile originale. Numarul de
copii se va limita la cel necesar scopurilor oficiale.

(4) Informatiile Clasificate vor fi distruse sau modificate astfel incét si
se impiedice reconstituirea lor totald sau partiala.

(5) Informatiile Clasificate cu nivelul de clasificare de securitate
STRICT SECRET DE IMPORTANTA DEOSEBITA / CTPOI'O
CEKPETHO / TOP SECRET nu vor fi distruse. Acestea vor fi returnate Partii
Contractante emitente.

(6) Partea Contractantd emitentd poate interzice in mod expres
multiplicarea, modificarea sau distrugerea unei Informatii Clasificate prin
marcarea suportului relevant al Informatiei Clasificate sau prin trimiterea In
acest sens a unei instiintiri scrise. In acest caz, respectivele Informatii
Clasificate vor fi returnate Partii Contractante emitente, cu exceptia
mentionata la art. 5, alin. (6).
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ARTICOLUL 9
CERTIFICATELE DE SECURITATE

(1) Fiecare Parte Contractanta va garanta ca toate persoanele care, prin
natura sarcinilor §i indatoririlor de serviciu necesitd acces la Informatii
Clasificate, detin Certificate de Securitate valabile si corespunzitoare, emise
Y ] in conformitate cu legislatia nationala.

(2) La cerere, Autorititile Competente de Securitate / Autoritdtile
Specializate de Securitate ale Partilor Contractante, in conformitate cu
legislatia nationald, vor face schimb de informatii referitoare la persoanele
fizice sau juridice verificate.

(3) La cerere, Autoritatea Competentd de Securitate a fiecarei Parti
Contractante va oferi informatii privind emiterea pentru o persoana fizicd sau
juridica a unui Certificat de Securitate/ Certificat de Securitate Industriala
national care sd corespunda nivelului de clasificare de securitate solicitat.

Daci o persoand fizica sau juridicd nu detine Certificat de Securitate/
Certificat de Securitate Industriald, Autoritatea Competentd de Securitate a
fiecarei Parti Contractante poate solicita verificarea de securitate pentru acea
persoana fizica sau juridica.

(4) Partile Contractante vor recunoaste reciproc valabilitatea
Certificatelor de Securitate/ Certificatelor de Securitate Industriala in
conformitate cu legislatia nationala.

(5) Autoritdtile Competente de Securitate se vor ingtiinta reciproc
asupra oricdror situatil de retragere sau scadere a nivelului Certificatelor de
Securitate/Certificatelor de Securitate Industriald emise persoanelor fizice sau
juridice care desfasoara activitdti conform prevederilor prezentului Acord.

ARTICOLUL 10
SECURITATEA INDUSTRIALA

(1) Contractele Clasificate vor fi incheiate si implementate 1in

conformitate cu legislatiile nationale ale Partilor Contractante si cu prevederile
prezentului Acord.
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(2) In cazul in care un Contract Clasificat se deruleazi pe teritoriul
statului uneia dintre Partile Contractante, autoritatile din statul acelei Parti
Contractante sunt obligate sd exercite controlul privind indeplinirea de catre
Contractant a obligatiilor de protectie a Informatiilor Clasificate.

(3) Inainte de transmiterea citre Contractantii din statul fiecarei Parti
Contractante a unor Informatii Clasificate ale celeilalte Parti Contractante,

Partea Contractanta primitoare:

a) va acorda Contractantilor Certificate de Securitate Industriald
corespunzatoare, cu conditia ca acestia sd indeplineasca cerintele pentru

emiterea lui;

b) va acorda Certificate de Securitate corespunzitoare tuturor
persoanelor care, prin natura sarcinilor si Indatoririlor de serviciu necesita
acces la Informatii Clasificate, cu conditia ca acestea sa Indeplineasca cerintele

pentru emiterea lui;

c) se va asigura cd toate persoanele care au acces la Informatiile
Clasificate primite au fost corespunzator instruite asupra procedurilor si
obligatiilor de securitate. Toate persoanele instruite vor declara In scris ca
inteleg pe deplin responsabilitdtile ce le revin si consecintele previzute de
legislatia nationald pentru situatiile in care Informatiile Clasificate ajung in
posesia unor persoane neautorizate, fie intentionat, fie din neglijenta.

(4) Fiecare Contract Clasificat va cuprinde o Anexa de Securitate
corespunzatoare. Anexa de Securitate va specifica informatiile referitoare la
diferite aspecte din Contractul Clasificat care necesitd protectie si nivelul de
clasificare de securitate ce urmeazd a fi atribuit, precum si cerintele de

securitate ce trebuie indeplinite.

(5) Contractele Clasificate care implica Informatii Clasificate de nivel
SECRET DE SERVICIU /3A CJIY>XEBHO ITOJI3BAHE /RESTRICTED vor
contine o clauza corespunzatoare care sd specifice masurile minime ce se vor
implementa pentru protectia unor astfel de Informatii Clasificate.

11
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ARTICOLUL 11
VIZITE

(1) Vizitele in obiective unde se elaboreazi, se gestioneaza sau
stocheaza Informatii Clasificate vor fi permise vizitatorilor din statul celeilalte
Parti Contractante, dacad acestia necesita acces la Informatii Clasificate, numai
de catre Autoritatea Competentad de Securitate a statului vizitat.

(2) Fiecare Parte Contractantd va instiinta In timp util cealaltid Parte
Contractantid asupra vizitatorilor asteptati inainte de vizita planificati. In
cazurile urgente in care vizitele nu pot fi anuntate In timp util, se pot aranja
vizite prin masuri speciale stabilite de comun acord.

(3) Partea Contractantd gazda va raspunde de informarea In mod expres
a personalului din incintele si cladirile ce urmeaza a fi vizitate in legatura cu
deciziile referitoare la obiectivul vizitei si cu nivelul maxim de clasificare a
Informatiilor Clasificate ce urmeaza a fi puse la dispozitia Partii Contractante
oaspete.

(4) Cererea privind efectuarea vizitei va fi Tnaintatd in scris Autoritatii
Competente de Securitate a Partii Contractante din statul al carui teritoriu va fi
vizitat.

(5) Cererea de vizita va contine urmatoarele informatii:

.- numele vizitatorului propus, data si locul nasterii, nationalitatea si
numarul pasaportului (cartii de identitate);

- calitatea oficiald a vizitatorului, precum s$i denumirea institutiei,
companiei sau organizatiei pe care o reprezinta sau din care face parte;

- mentionarea nivelului Certificatului de Securitate al vizitatorului;

- denumirea §i adresa institutiei, companiei sau organizatiei care
urmeaza a fi vizitata,

- numele si functia persoanei/ persoanelor ce urmeaza fi vizitate, daci
sunt cunoscute;
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- scopul vizitei,
- data sosirii si plecdrii.

(6) Fiecare Parte Contractanta va garanta protectia datelor personale ale
vizitatorilor in conformitate cu legislatia nationala in domeniu.

:@ ' (7) Toti vizitatorii vor respecta legislatia nationald privind protectia
Informatiilor Clasificate a Partii Contractante gazde.

ARTICOLUL 12
INCIDENTELE DE SECURITATE

(1) In cazul producerii unui Incident de Securitate, Autoritatea
Competenta de Securitate din statul in care s-a produs Incidentul de Securitate
va informa imediat Autoritatea Competentd de Securitate din statul celeilalte
Parti Contractante, va asigura investigatia adecvatd a acestui caz si va lua
masurile necesare de limitare a daunelor in conformitate cu legislatia
nationald. Dacd vor fi solicitate, autoritdtile din statul celeilalte Parti
Contractante vor coopera la investigatie.

(2) In cazul unui Incident de Securitate produs intr-un stat tert,
Autoritatea Competentd de Securitate a Partii Contractante care a transmis
informatiile catre statul tert va actiona, dacid este posibil, conform celor
mentionate la alin. (1).

(3) Autoritatea Competentd de Securitate a statului in care s-a produs
Incidentul de Securitate va informa in scris cealaltd Parte Contractantd despre
rezultatul investigatiei cu privire la cauzele evenimentului, gravitatea
prejudiciului si masurile intreprinse pentru limitarea §i pentru prevenirea
repetdrii acestuia.

ARTICOLUL 13
SOLUTIONAREA DIFERENDELOR

Orice divergenta privind interpretarea sau aplicarea prezentului Acord
va fi solutionatad prin consultare intre Autoritdtile Competente de Securitate
din cele doua state, fara a recurge la o jurisdictie straina.
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ARTICOLUL 14
CHELTUIELI

Fiecare Parte Contractantd va suporta cheltuielile proprii survenite pe
parcursul implementarii prezentului Acord.

ARTICOLUL 15
ASISTENTA RECIPROCA

(1) Fiecare Parte Contractantd si autoritdtile din statul acesteia cu
atributii In domeniul protectiei informatiilor clasificate, potrivit legislatiei
nationale, vor acorda asistentd personalului din statul celeilalte Parti
Contractante in Indeplinirea obligatiilor i exercitarea drepturilor, in
conformitate cu prevederile prezentului Acord.

(2) Daca va fi cazul, Autoritatile Competente de Securitate ale Partilor
Contractante se vor consulta reciproc asupra unor aspecte tehnice concrete
privind implementarea prezentului Acord.

(3) Autoritatile Competente de Securitate isi vor furniza reciproc
informatiile necesare aplicarii dispozitiilor prezentului Acord.

ARTICOLUL 16
DISPOZITII FINALE

(1) Prezentul Acord este incheiat pe o perioada nedeterminata si intra in
vigoare la data primirii ultimei notificari prin care partile se informeazi
reciproc cu privire la indeplinirea tuturor procedurilor interne necesare pentru
intrarea sa In vigoare.

(2) Prezentul Acord poate fi amendat si completat pe baza
consimtdmantului reciproc al celor doud Piarti Contractante. Asemenea
amendamente sau completari vor fi ficute In scris si vor intra in vigoare in
conformitate cu prevederile alin. (1).

14
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(3) Fiecare Parte Contractanta are dreptul sd denunte oricand prezentul
Acord, in scris. In acest caz, valabilitatea Acordului va expira dupi 6 (sase)
luni de la data primirii de céatre cealaltd Parte Contractantd a notificarii
denuntarii.

(4) In cazul incetarii valabilititii prezentului Acord, toate Informatiile
Clasificate furnizate Tn baza acestui Acord vor continua sd fie protejate
conform prevederilor acestuia, pAna cand Partea Contractantd emitenta absolva
de aceasti obligatie Partea Contractanta primitoare.

(5) Fiecare Parte Contractantd va notifica fard intarziere cealaltd Parte
Contractantad asupra oricaror modificari intervenite in legislatia nationala care
ar putea afecta protectia Informatiilor Clasificate asiguratd prin prezentul
Acord. In acest caz, Pirtile Contractante se vor consulta pentru a analiza
| posibilele modificari ale prezentului Acord. Intre timp, Informatiile Clasificate
‘ vor continua sa fie protejate conform prevederilor acestuia.

(6) La data intrdrii In vigoare a prezentului Acord, Acordul dintre
Guvernul Roméniei si Guvernul Republicii Bulgaria privind protectia
informatiilor militare secrete schimbate, semnat la Sofia, la 29 martie 2000 isi
inceteaza valabilitatea.

Semnat la Bucuresti, la 13 aprilie 2006, in doud exemplare originale,
fiecare in limbile romana, bulgara si engleza, toate textele fiind egal autentice.
In cazul unor diferente de interpretare, va prevala textul in limba engleza.

PENTRU =~ PENTRU
GUVERNUL ROM El GUVERNUL REPUBLICII
BULGARIA
00
LA’
Prof. dr. MARIUS PETRESCU TSVETA MARKOVA
Secretar de Stat Presedintele
Directorul General Comisiei de Stat pentru Securitatea
al Oficiului Registrului National Informatiilor

al Informatiilor Secrete de Stat




CIIOPA3ZYMEHHUE

MEXIAY

IHNPABUTEJICTBOTO HA PYMBHUA

n

INPABUTEJICTBOTO HA PEIIYBJIMKA BBJIT'APUSA

3A B3AUMHA 3AIIIUTA

HA

KJACUOUIIUPAHA NTHOOPMAIIUA




IIpaButencrteoro Ha PymbrusA u IlpaButencrsoro Ha PemyGmuka
Bearapus, Hapu4aHu no-HATATHK J[oroBapsIy CTpaHu,

Paz0upaiiku, 4e Npd IOJ30TBOPHOTO CHTPYAHUYECTBO € BH3MOXKHO
Ja ce Haloxu oOOMeH Ha KiIacHQHUIEpaHa HWHPOpMaLUUs MEexXAy
JloroBapsimuTte CTpaHH,

XKenaeitku fa ch3ganatr MpaBuila, peryidpalld B3aHMHATa 3allATa Ha
knacipunupaHa HHQOpMalMsA, KOHUTO IIe Cce I[pujiaraT CIpsSMO
MOCNeBally CIIOpPa3yMEHHUs] 3a CBTPYOHMYECTBO U KJIacUQUIMPaHH
JIOTOBOpH, KOUTO IIe c€ M3NBJIHABaT oT JloroBapsmmre  CTpaHw,
ChIbpKAIX KilacuuiMpaHa HHGOPMaIUs UM [IpenoJiaraiy JOCThII 10
Knacubunupana uHGopMaIusi,

C€ O0roBopuxa 3a CJIECAHOTO:

YJIEH 1
ObBIIIM ITOJIOKEHMU S

(1) ToBa CnopasyMeHnue ¢opMupa OCHOBaTa Ha BCsKa IEHHOCT,
BKJIIOYBaIlla B CbOTBETCTBHE C HAIMOHAIHOTO 3aKOHOJATENICTBO OOMEH Ha
kiacuunupasa nHpopMarus Mexny JloroBapsimure CTpaHH NPSKO A
ype3 Ipyrd OAbpXKaBHU OpPraHU UM IOPUIUYECKH JIHIA.

(2) Pemenuero oTHOCHO oOMeHa Ha KiacuduipaHa HHGOpMANus
Mexnay JloroBapsimure CTpaHH Cce€ B3eMa B CHOTBETCTBHE C TSIXHOTO
HaIlMOHAJHO 3aKOHOJATEJICTBO.

(3) HOI‘OBapHIHI/ITe CTpaHHU HU3MIbJIHABAT 3abJDKCHUATA CH, IIOCOYCHH
B TOBa CnopasyMeHHe B CBHOTBECTCTBUEC C HETOBHUTE pa3r10pe,u6n, Ha
OCHOBAaTa Ha paBHOIIpaBUE€TO U B3aUMHAaTa U3roaa.

(4) Tosa CrnopasymeHue He 3acsra 3aib/DKEHHsITA Ha JBETe
Jloropapsiiiy  CTpaHH, [POM3THYAIIM OT JAPYTH  MEXAYHapOIOHH
CIIOpa3syMEHHMsS M HE MOX€e Ja Oble M3MOJI3BaHO Cpelly HHTEpeCHTe,
CUTYpPHOCTTa U TEPUTOPUATHATA ISUIOCT HA APYTH IBPXKABH.
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YJIEH 2
OIIPEAEJEHUA

3a nemurte Ha ToBa CropazyMeHue:

‘ a) “Knacndunupana napopmanusa” o3Hayasa:

1 Bcska mHQOpManus, HE3aBUCUMO OT ¢u3myeckara ¥ ¢opMma, Ha KOSTO e
ONpeNeNeH0 HUBO Ha KJjacu(uKalus 3a CUTYPHOCT B CHOTBETCTBHUE C
HallMOHAIHOTO 3aKOHOAATEJICTRO M KOSTO cClelBa Ja ce 3aluTasa
CHOTBETHO;

6) “Kanacuduuupan 10KyMeHT” O3Ha4daBa:

BCIKAaKbB BHJ 3allUC, CBHABpXall KiacupuiupaHa HHOpMaIus,
HE3aBUCHMO OT HeroBara ¢usndecka ¢opMa UIH XapaKTepUCTHKH,
BKJIIOYUTEIHO CJIEIHUTE HOCUTENW Ha WH@opManus, 6e3 n3bposBaHeTo na
€ W3uUeprnaTes]HO: phYHO WJIM MalIMHHO HamUCaH MaTepual, IporpamH 3a
00paboTka Ha NaHHH, KapTH, TaOMMIM, CHUMKH, KapTHHH, OIBETIBAHUS,
rpaBIOPH, PUCYHKH WM YaCTH OT TAX, CKUIY, YEPHOBU, pabOTHU OeNexkwy,
WHJWTOB JIUCT, MAaCTUJICHH JICHTH WJIH BB3IPOU3BEXIAHE Upe3 KaKBUTO U
Jla e CpeiAcTBa WM IpOLIECH Ha 3BYK, IJlaC, MarHMTHU 3allHCH,
BHE03aNNCH, €JIEKTPOHHY 3allUCH UJIM ONTHYHM 3allMCH, B KaKBaToO U Ja e
¢dopma, KakTo U IIpeHOCUMO 00opy/IBaHe 3a aBTOMaTH3HpaHa 00paboTka Ha
IIaHHU C ITIOCTOSIHEH MIIM C IIPEHOCHM HOCUTEN Ha HH(pOpMaIus;

B) "Knacudunupan marepuan'' o3HayaBa:
BCEKH IpeaIMeT OT TEeXHUYEeCKO eCTeCTBO, MpoToTHN, obOopynBaHe,
MHCTAJIalUs, YCTPOMCTBO WM OpbBXHUE, MPOU3BEINEHH WM B Ipolec Ha
IIPOM3BOJACTBO, KakTO M €JIEMEHTHTE, H3MNOJ3BaHH 3a TIXHOTO
I POM3BOJCTBO, CHIBPKAIIH KiIacHupHUIpaHa HHPOPMaLUs;

r) “I'pu¢ 3a cHrypHoct” o3HadaBa MapKHUpPOBKa, KOATO IOKa3Ba
HHUBOTO Ha KJIaCHQHUKaIMs 3a CUTYPHOCT Ha Kjacuunupana uadpopmanus,
B CHOTBETCTBHE C HALlAOHAJHMTE 3aKOHOJATEJICTBA Ha IbpPXKAaBHTE Ha
Joroapsiure CTpaHu;

n) “KnacupuuupaH JOroBop HJaH JOroBOp € MOA-H3MbJIHHTE]”
O3HaydaBa:
cClopa3yMeHHe, CKIIOYEHO B  CHOTBETCTBHE C  HAIMOHAIHOTO
3aKOHO/IaTEJICTBO, MEXIY KOHTpPareHTH WM MEXAy KOHTPareHT M IOJ-
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U3NBJIHATEN,  CBABPXKAINO  W/WIA  Opefmojiaramo  JAOCTBI IO
knacuunupana vHQopMalus B Ipoiieca Ha HETOBOTO U3IIbJIHCHHUE;

e) “KoHTpareHT Wi nNoA-u3nb/JHUTE] 03HAYaBa:
¢u3uYecKo MM IOPUAMYECKO JIHIlE, IMPUTEXaBallo NpPaBOCIOCOOHOCT aa :
i CKIIOYBa KiIacUGUIUPaHUd [OTOBOPH WM CTpaHa IO KilacHUIUpaH
: JIOTOBOP;

x) “HapymiaBaHe Ha MepKHTe 32 CHITYPHOCT” 03Ha4yaBa:
neiicteue wiuu  Oe3nelicTBHe, IPOTHBOpPEYAI0 HAa  HAIMOHAIHOTO
3aKOHOJATEJICTBO, BOJEI[O A0 MJIM JaBalllo BB3MOXHOCT 32
HeperjlaMeHTUPaH JOCTHII 10 Ki1acuuiupana nHGopManus;

3) “HeperjiaMeHTHPaH AOCTBII 0 Ki1acupuuupana
nHpopManusa” o3Ha4YaBa: pasKpHBaHe, 3J0ynoTpeba, H3MEHEHHe,
yBpeXIaHe, MpPENOCTaBsHE, HEpPEeriaMeHTHPaHO YHHUIOXKAaBaHE Ha
Kinacudupana WHpOpMaIHs, KaKTO U BCIKAKBU JPYTH JEWCTBUS, BOAEIIH {
 H| 1o mapymiaBaHe Ha MepKUTE 3a 3aIMTATa ¥ KM 10 3aryOBaHe Ha Takasa |
t H wundopmanus; '

1) “Paspenienne 3a focTbn” o3HayaBa:
IIOJIOKUTEJIHO pelleHue, NpOU3THYallo OT HIpoleAypa IO IpoydBaHe,
KOETO OIpelens JOSIHOCTTa U HaJeXXIHOCTTa Ha JMIle B CHOTBETCTBHE C
YCIIOBHUSATA, OIIPEJIENICHH OT HallMOHAJTHOTO 3aKoHozaTencTBo. Ha 6a3ara na
TOBa IIOJIOXHTENHO pellleHHe Ha JIMIETO MOXe Jda ce Aane AOCTBI [0
KJ1acHQHIMpaHa HHQOpPMaLUs ¢ ONpeNie]ICHO HUBO Ha KiacuUKaIus;

i) “YnocroBepenue 3a cHrypHocT” 03HayaBa:

IIOJIOKUTENIHO pelleHne, NPOM3THYallo OT IpoleAypa IO NpoydBaHe,
KOeTo ompenens (@u3pyeckaTa W OpraHHU3alHOHHA CIIOCOOHOCT Ha
IOpHAMYECKO JHIEe J[a 3aluTaBa Kilacuduuupanata WHOOpPMaUHs 10
HOIXOASAIl HA4YMH B CHOTBETCTBHE C YCIOBUATA, OIpENENeHHd OT
HaIlMOHAJIHOTO 3aKoHozarencTBo. Ha ©6a3zata Ha TOBa TMOJIOXHUTEIHO
pelleHre Ha IOPUAWYECKOTO JIMIE MOXe Ja ce Jafe JOCTBII [0
kjacuduurpana HHGOPMaLUs ¢ ONpeie]IeHO HIUBO Ha KiIacH(DUKaIHs;

K) “IIpyHIHNBT HeOOXOAUMOCT Ja ce 3Hae” O3HaYaBa:
IPUHIMUI, B CBOTBETCTBHE C KOHTO C€ TMpemocTaBs MHOCTBI [0
Kinacudunupada HHGOpMaLus caMoO Ha JIHIe, KOeTO IpH U3IbIHEHHE Ha
CIy)XeOHMTE CH 3albIDKEHHS WIH TIpH H3NBJIHEHHEe Ha KOHKPETHO
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1) “KomMneTeHTeH OpraH no CHrypHocTTa” 03HayaBa:
Opra"bT, KOHTO B CBOTBETCTBHE C HAIlMOHAIHOTO 3aKOHOMATEJICTBO HA
IObpXaBaTa Ha ChOTBeTHaTa Jloromapsma cTpaHa IpOBeXIa IbpXKaBHATA
MOJMTHKA 3a 3alllATa Ha Klacupunupanata HHGopManus, yrpaxHsBa o611
KOHTPOJI B TasH cdepa, KakTo U HpOBeXJa U3NBIHEHHETO Ha TOBA
Crnopasymenue. Te3u opranu ca onpeneneHH KaTo TaKuBa B Wi. 4 Ha TOBa
Cnopasymenue;

M) “Crnenuaju3HpaH OPraH Mo CUrypHocTTa” 03Hayasa:
OpraH, KOSTO B CBOTBETCTBHE C HAIMOHAJIHOTO 3aKOHOAATEICTBO,
IpuTeXaBa CIELHaTHa KOMIIETEHTHOCT B o00JacTra Ha 3aliMTa Ha
KJIacuuIpasaTa vHGopMaIus;

H) “Tpera cTpana” o3HayaBa:
IbpiKaBa WM MEXIyHapoAHAa OpraHM3alls, KOSTO HE € CTpaHa 10 TOBa
Crnopasymenne Ui QU3NIECKO MM IOPUANIECKO JHUIE, KOETO HE OTrOBaps
Ha CHOTBETHUTE HAIlMOHAIHM H3UCKBAHMS 3a IOJIydaBaHe Ha NOCTHI [0
KjacupuuupaHa MHOboOpManMs, BKIIOYUTE]IHO H Ha IpHHIHKIA
“He00X0IMMOCT I1a ce 3Hae”.

YJIEH 3
HHUBA HA KIIACU®UKAIUA 3A CUTYPHOCT

(1)HuBara Ha kjacuduKanus 3a CHTYPHOCT, IPHIIOKHMH KbM
uHpopmanuaTa, oOMeHsIHa B paMKuTe Ha ToBa Copa3syMmeHue ca:

a) 3a Pymsums: STRICT SECRET DE IMPORTANTA
DEOSEBITA (TOP SECRET), STRICT SECRET (SECRET), SECRET
(CONFIDENTIAL), SECRET DE SERVICIU (RESTRICTED);

6) 3a Peny6nuka benrapus: CTPOI'O CEKPETHO (TOP SECRET),
CEKPETHO (SECRET), IIOBEPUTEJIHO (CONFIDENTIAL), 3A
CJIYXXEBHO ITOJI3BAHE (RESTRICTED).

(2) HoroBapsmuTe CTpaHU ONPENeAT CbOTBETCTBHETO HA HUBATA Ha
KJlacuukanus 3a CHTypHOCT, KaKTo Clle/(Ba:

o




p Peny6inka ExBuBaJjieHT HA
YyMBHUSA 9
Brarapus aHIJIHICKHA
STRICT SECRET DE
IMPORTANTA CTPOI'O CEKPETHO TOP SECRET
DEOSEBITA
STRICT SECRET CEKPETHO SECRET
SECRET TTOBEPUTEJIHO CONFIDENTIAL
SECRET DE 3A CJIYXEBHO
SERVICIU [TOJI3BBAHE RESTRICTED

(3)Camo [loroBapsiimnara cTpaHa — U3TOYHUK MMa IIPaBO [1a IPOMEHS
HUBOTO Ha KJjacHUKalus 3a CUTYPHOCT WM Jila IIpeMaxBa HUBOTO Ha
knacipukaus 3a CHTYPHOCT Ha HpelocTaBeHaTa Kiach(uiupana
uHbopmanus. OnpenenssHeTo Ha HUBO Ha KiIacU(UKaIUs 3a CUTYPHOCT Ha
CBBMECTHO Ch3JaZicHa KiacupunupaHa uHopmanus, NpoMsiHATA WIH
IIpeMaxBaHETO My, Ce€ H3BbpILIBa IpHU o0mo cwriacue Ha Jloropapsmure
CTpaHH.

YJIEH 4
KOMIIETEHTHM OPTAHM 110 CUI'YPHOCTTA

(1) KomnerenTHUTE OpraHd MO CHUTYPHOCTTa, OTIOBOpPHH 3a
NPUJIOKEHUETO M YNPAKHIBAHETO HA CHOTBETHHUS KOHTPOJ IO BCHYKH
acnexTu Ha CriopasyMeHuero, ca:

- B PymbHusa: Guvernul Romaéniei, Oficiul Registrului National al
Informatiilor Secrete de Stat — ORNISS (Government of Romania,
National Registry Office for Classified Information), Bucuresti, str. Mures
nr. 4, sect. 1 ROMANIA;

- B Peny0iinka Boarapusi: J[ppxaBHa KOMUCHS 10 CUTYPHOCTTA Ha
unpopmaruara — JIKCU (State Commission on Information Security,
Sofia, Angel Kanchev 1 Street, BULGARIA) yn. Auren KeHueB Ne 1,
Coous, BbJII'APYSL.

(2) C nen nmocturaHe W HOAOBPKaHE Ha CXONHHM CTaHAApTH 3a
CUT'YPHOCT, KOMIIETEHTHUTE OpPraHU IO CUTypPHOCTTa, IIPH MOWCKBaHE, CH
IpPEeNOCTaBAT HHQOpMaIis OTHOCHO CTaHJApTUTE 3a CHUTYPHOCT,
OpoUENypHTE M [PaKTHKATE 3a 3alldTa Ha KilacupuIupaHaTa
nHpopManus, MNpujlaraHd oT cboTBeTHaTa Jloropapsima




B3aHMMHO CBIJIaCHE€ MEXKIY KOMIICTCHTHHUTEC OpraHH, BCEKH KOMIIETEHTECH
Oopran 1no CHUr'YpHOCTTa, paspeniaBa NIPOBEXIAaHCTO Ha HHCHOEKOHH OT
YOBIHOMOILCHHU JIMIIa HA TCPUTOpHATA HAa CHhOTBETHATA AbPiKaBa.

YJIEH S
MEPKMU 3A 3AIUTA HA KITACUOPUIITUPAHA HTHOOPMANI U

(1) B cpotBercTBHE Cc ToBa (CHopa3zyMeHHE U HAIlMOHAJIHUTE CHU
3aKoHozarelacTBa Jloropapsmure CTpaHW IpuiiaraT CbOTBETHH MEPKHU 3a
3aIHTa Ha KIacupHIHpaHaTa HHPOpMaIlus, KOSTO ce 0OMeHs UK Ch3JaBa
no ToBa Criopazymenue. Ha Ta3u uHpopmManus ce OCUIypsiBa ChIIOTO HUBO
Ha 3all{dTa, KaTo Ha coOcTBeHaTa KilacH(uuupaHa HHGOpMaLUs ChC
CBOTBETHO HUBO Ha KJIaCH(UKalKs 32 CHTYPHOCT, NeGUHHUPAHO B 4JeH 3.

(2) HoroBapsmara cTpaHa-IogydaTesl He MOXe Jja IOHIKaBa HWIH Jia
mpeMaxBa HHMBOTO Ha KiIacHHUKallMs 3a CHUTYPHOCT Ha IIOifydyeHara
nHpopMaIug 6e3 mpeaBapUTETHOTO NUCMEHO ChIVIACHE HA KOMIETEHTHHUS
opras 1o CUrypHoOCTTa Ha JloroBsapsimara cTpaHa — A3TOYHUK.

(3) HoropapsiaTa cTpaHa-norydartes ce 3a/{bJKaBa:

a) Ja He npefocTaBs Kiacudunupana HHGOpMaLKsI Ha TpeTa cTpaHa
6e3 mpeaBapUTENIHO IIMCMEHO ChIilache Ha J[loroBapsiiaTa cTpaHa —
U3TOYHUK;

0) oIoa ocurypy HHBO Ha Kilacu@uKanus 3a CHUTYpPHOCT Ha
KiacuuuupaHata uHGoOpMauus, €KBUBAICHTHO Ha HHUBOTO, NAJ€HO OT
JoroBapsimara cTpaHa — U3TOYHUK;

B) [Ja He u3Mmoi3Ba KiracuduipaHara HHGOpMAUUS 3a IeJH,
pa3JIM4YHH OT TE3H, 32 KOUTO € Ouiia NpelocTaBeHa;

') Ja rapaHTHpa YacTHUTE IIpaBa, KaTo MAaTEHTHH, aBTOPCKHU IpaBa
WJIM THPrOBCKY TalHU, BKIIOYEHU B KJIacHpHUIMpaHaTa UH(GOpMaLusl.

(4) HoroBapsiiaTa cTpaHa — M3TOUHUK rapaHTHpa, 4ye [loropapsinara
CTpaHa — NoTy4aTes € “HQOpMHUpaHa OTHOCHO:

a) rpudoBeTe 3a CUTYpPHOCT Ha MHGOpMalUsiTa M YCIOBHATA 3a

pa3NpoCTpaHsABaHE WM 3a OTrpaHNYaBaHE Ha H3MOJ3BAHETO H,
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KaKTo M 4e Tash WHGOpMal¥s HOCH ChOTBETHATAa MAapKUPOBKA 3a
TOBA,;

©) 3a mocienBalM NpOMEHH B HHBaTa Ha KilacHbukanus 3a
CHT'YPHOCT.

(5) Axo gpyro cmopa3yMmeHue, CKIOueHO Mexnay Jloromapsiute
CTpaHH, CBHIbp)Ka MO-OTPAHUYHUTESHH pasmopendu OTHOCHO oOMeHa H
3alUTaTa Ha KiacuuiupaHata WHGOpManuWs, IpHiarar ce Tes3d
pasnopenou.

(6) B cmyuaii Ha HEBB3MOXHOCT KiacuuuupaHa HHOpMaIus,
ch3/azeHa Uiy obMeHeHa o ToBa CropasymeHue, J1a ce 3aliTaBa Wik 1a
ObIe BbpHaATa, TS Ce yHHUIIOXaBa He3abaBHO. JloroBapsimata cTpaHa —
IoiyyaTesl yBeIOMsiBA KOMIIETEHTHHS OpraH II0 CHIYpHOCTTa Ha
Jloropapsimmara cTpaHa — H3TOYHHMK 3a YHHIIOXXaBaHETO MpPH IIbpBa
BB3MOXKHOCT.

YJIEH 6
INPEHACSAHE HA KJACUOUIIUPAHA HHO®OPMAIIUSA

(1) Knacudpumupana  undopmanus ce  IpeHacs  dpes
JUINIOMATHYEeCKH WJIM BOEHHU KypHepH WIJIM dYpe3 JPYyTH CpeacTBa,
Oof0OpeHH OT KOMIIETEHTHHTE OpraHu Io curypHocrtta. IlosydaBamust
KOMIIETEHTEH OpraH IO CHTYPHOCTTa INOTBBPXKJlaBa IIOJy4aBaHETO Ha
KinacudurpanaTa uHGoOpManus.

(2) B cmyuaii, e Tps6Ba a ce mpeHece rojsMa Ipatka, ChAbpXKaIla
Knacupunupana UHGOpManus, KOMIIETEHTHHTE OpPraHH IO CHUTYPHOCTTa
B3aMMHO CBIJIACYBaT M OJOOpSBAaT CpeAcTBaTa 3a TPAHCIOPTHPAHE,
MapuipyTa 1 MEPKUTE 32 CUTYPHOCT 3a BCEKH OTHAEJICH CIIydai.

(3) O6bmeH Ha knacudunypada HHGOpMaNHS Ype3 HHPOPMAIHOHHH
¥ KOMYHUKAllMOHHH CHUCTEMHU C€ U3BBpIIBA B CHOTBETCTBHE C MPOLEAYPUTE
3a CUTYPHOCT, ChJIbP>Kallli C€ B HAIIHOHAITHOTO 3aKOHOATENICTBO.
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YJIEH 7
I'PUDOBE 3A CUT'YPHOCT

(1) HdoroBapsimara crpaHa-oydare]l MapKupa KilacHpHuuUpaHara
uHpopmarus Ha JloroBapsiiara cTpaHa-U3TOYHHUK C €KBUBAJICHTHUS I'pUP
3a CHTYpHOCT B CbOTBETCTBUE C 4. 3 Ha ToBa CriopasyMeHHe.

(2) Knacudunupana wunbopmaius, cb3gaZeHa CbBMECTHO, Ce
Mapkupa oT JloroBapsmara ctpaHa, Ha YUSTO TEPUTOpUS € Ouna ch3faneHa
uHpopMmarusaTa. B To3m cmywait Tasu Jloromapsimia crpaHa me Obae
cuntaHa 3a JloroBapsma crpaHa-u3TOYHHK. Jloropapsmiara cTpaHa-
U3TOYHUK MOJXKE Ja MpeNoCTaBs ChBMECTHO Ch3fajZeHa HMHpOpMalus Ha
TpeTa CTpaHa caMo cliel] PEIBAapUTENHO MUCMEHO ChIJIAaCHE Ha JApyrara
Jlorosapsina cTpaHa.

(3) Knacudumupana wunHdpopManus, KOATO € Chb3AameHa OT
JloroBapsimata CTpaHa-moydarenl Ha ©Oa3ata Ha Kilacu@uiupana
uH(GOpMAIlHI WIK 9acT OT Hes, IpenocTaBeHa oT Jloropapsmara cTpaHa -
HU3TOYHHK, C€ MapKupa ¢ Ipud 3a CUTYpHOCT, KOHTO € HE NO-HHCBHK OT
rpuda 3a CUTYpPHOCT Ha IpelocTaBeHaTa Kilacuuiiupasa HHGOpManus.

YJIEH 8
IIPEBOJI, PABMHOKXABAHE, YHUIIIOKABAHE

(1) IlpeBoxbT M pa3MHOXXaBaHETO Ha KJIACHGUIMPaHU JOKYMEHTH,
MapKupaHu ¢ HUBO Ha kiacudukamnus 3a curypaoct STRICT SECRET DE
IMPORTANTA DEOSEBITA / CTPOI'O CEKPETHO/ TOP SECRET ce
H3BBpIIBAa E€IWHCTBEHO CJE[ I[MHCMEHO pa3pelIeHHEe Ha KOMIIETEHTHHS
OpraH 1o CUTYpHOCTTa Ha Jlorosapsiara cTpaHa -U3TO4YHHUK.

(2) Beruku npeBoau Ha KiacuunMpaHa nHpopManus HocsT rpuda
32 CUTYPHOCT Ha OpUTMHAJIa ¥ MOAXO/41a aHOTallksl Ha €3UKa, Ha KOUTO ce
TIpeBeJIeHH, B KOSITO C€ MOCO4YBa, Y€ NPEBOABT ChABpXKA KiIacHPUIMpaHa
nHpopManus Ha [lorosapsimiata cTpaHa-U3TOYHUK.

(3) Ilpu pa3smMHOXaBaHe WM KONHMpaHE Ha KiacupuimpaHa
uHpopManus, rpudbT 3a CUTYPHOCT Ha OpUTHHAA ChIIO TpsiOBa na Obae
BB3NPOU3BENCH WU 0TOeNsI3aH Ha BCIKo komue. KpM Tasm pasMHOXeHa
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3a opuruHanHata HHQopMmarwms. bpost Ha komusita TpsbBa na Obae B
paMkuTe Ha HeoOxonumus 6poli 3a ciyXeOHH HYXIH.

(4) Knacudbunupanata wuHpoOpMalUs ce€ YHHIOXKaBa WA
BHJOM3MEHS II0 TaKbB HAYMH, Y€ J1a He MoXxe Ja Oble Bbh3CcTaHOBEHA
U310 WIH OTYACTH.

(5) Knacupunupana wuHpOpMauus, MapKupaHa C HHBO Ha
xracudukanus 3a curypioct STRICT SECRET DE IMPORTANTA
DEOSEBITA/ CTPOI'O CEKPETHO / TOP SECRET, He ce YHHINOXaBa.
TakaBa kinacuunupana HHGopMmanus ce Bpblla Ha Jloropapsimara cTpaHa
- U3TOYHHK.

(6) HoroBapsiara cTpaHa - H3TOYHHK MOXe€ HU3PUYHO Ja 3a0paHu
pa3MHOXXaBaHETO,  BUIOU3MEHSHETO  WJIHA  YHUIIOXXKaBaHETO  HA
Kiacuunupana wuHbopManus, 4Ype3 OTOeIs3BaHE BBPXY CHOTBETHHS
HOCHTeN Ha Kiacubunupana uHbOpMalUMs WK Ype3 H3NpalllaHe Ha
IoCJIeBall0 MHUCMEHO yBenomuieHHe. B To3u ciydail kinacudummpanara
uHbopManus, NoOJJeXalla Ha YHHUIO)KaBaHe, c€ BpbIla oOpaTHO Ha
JloroBapsiiriata cTpaHa — U3TOYHUK, C U3KIIOYEHHE HA CIydauTe Mo Wil 5,
an.6.

YIEH 9
PASPEINEHMUS 3A JOCTBIVYAOCTOBEPEHMA 3A
CUT'YPHOCT

(1) Besxa Jlorosapsina ctpaHa rapaHTapa, de BCSIKO JIULE, KOETO B
pe3yiaTarT Ha M3NBIHEHHWE Ha CIy)XeOHHTe CH 3aJb/DKCHUS HIM IpH
U3NbIHEHHE Ha KOHKPETHO BB3JIOKEHHW 3aJjayd, UMa HEOOXOOUMOCT OT
IOCTBI OO KilacupuuupaHa wuHGOpMalus, NpUTEXaBa BaIUIHO U
CHOTBETHO paspellieHHe 3a JOCThI A0 KilacupuuypaHa HHPOpMaIus,
H3JaJIECHO B ChOTBETCTBUE C HAllUOHAJHOTO 3aKOHOHATEJICTBO.

(2) IIpn IIOMCKBaHe, KOMIIETEHTHUTE OpraHu 1o
CUTypHOCTTa/ClleLMalIu3UpaHuTe  OpraHM [0  CUTYpPHOCTTa  Ha
Horopapsmure  CTpaHH, B CBOTBETCTBHE C  HAIlMOHAJIHOTO

3aKOHOJATENCTBO, CH OOMeHAT uHPoOpMaluus [0 OTHOIIEHHE Ha
IpoydeHHUTe GU3NUECKU HITH IOPUIHYECKH JTHIA.

10
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(3) Ilpu mouckBaHe KOMIIETEHTHUTE OPraHHA II0O CUTYpPHOCTTa Ha
Bcska JloroBapsina CTpaHa CH HMpeaocTaBAT HHQOpMaIHs 3a TOBa Jajid Ha
ompenieieH0 GU3UYECKO WA IOPUIUYECKO JIMIE € U3[aJcHO HaIlMOHAIHO
paspeleHue 3a JOCTHII/YIOCTOBEpPEHHE 3a CUTYPHOCT A0 HE06XO0IUMOTO
HHBO Ha KJacudUKalHys 32 CUTYpHOCT.

Ao (GW3MYECKOTO WIM MOPUIUYECKO JIMIE HE IpUTexXasa
paspelleHHe 3a JIOCTBI/yIOCTOBEpPEHUE 3a CHUIypHOCT, KoMmrereHTHHAT
OpraH IO CHUTypHOCTTa Ha Bcsika Jloromapsimia CTpaHa MOXE [Ja IOHCKa
TOBa (PU3UIECKO UM IOPUAUUECKO JHLe fa OB/ie IPOYyYEHO.

(4) HoromapsAmuTe CTpaHH B3aMMHO CH IPHU3HABAT BAIUTHOCTTAa Ha
paspelieHusATa 3a JOCTBII M YNOCTOBEpPEHHSATa 3a CHITYpPHOCT, B
CHOTBETCTBHUE C HAIIMOHATHOTO 3aKOHOAATEJICTBO.

(5) KommnereHTHHTE Opraid IO CHTYpDHOCTTAa B3aUMHO C€
yBeIOMSABAT 3a BCAKO OTHEMaHe MJIM IIOHW)KaBaHE HHUBOTO Ha
KjIacuUKalys, 10 KOETO pa3pelleHHeTo 3a AOCThI/ yIOCTOBEPEHHETO 3a
CHT'ypHOCT JaBa JIOCTBHII, Ha pa3pelleHHs 3a AOCThI WM yIOCTOBEPEHHS 3a
CUTypHOCT, H3[afieHd Ha GHU3HMYEeCKd HIM IODHIWYECKH  JIMIa,
H3IIBJIHSABAIM JEeHHOCTH, KOMTO IIONajaT IOA pasnopeabuTe Ha ToBa
CnopasymeHue.

YJIEH 10
UHAYCTPUAJIHA CUT'YPHOCT

(1) Knacmpunupanm JOroBOopH Ce€ CKIIOYBAaT M U3NBJIHABAT B
CBOTBETCTBHE C HAIlMOHAJIIHOTO 3aKOHOJATelNCcTBO Ha Jloropapsinute
cTpaHu ¥ pasnopendourte Ha Toa CriopasyMeHuUe.

(2) B cmyuyaif, 4e ce HU3MBJIHSBA KIaCUQHUIUpPAH [JOrOBOp Ha
TEPUTOPUSTA Ha JAbp)KaBaTa Ha efHa oT JloroBapsiiuTe CTPaHU, OPraHUTE
Ha JbpKaBaTa Ha Ta3u Jlorosapsiia cTpaHa ca 3aJbJDKEHHU [a yIPaXHSIBaT
KOHTPOJI TI0 OTHOIIIEHHE Ha U3N'BJIHEHUETO Ha 3aJbJDKEHHATA 32 3allUuTa Ha
Kiaacudunupasata UHGopManus oT KOHTpareHTa.

(3) Ilpeny nma ce npeocTaBU Ha KOHTpAreHT OoT enHara Jloropapsma

cTpaHa KiacudunupaHa uHQopManus Ha apyraTta Jlorosapsiua cTpaHa,
JloroBapsiiiata CTpaHa-noy4aren Tps0Ba aa:

11
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a) u3fazie CbOTBETHO YJIOCTOBEPEHHE 3a CUTYPHOCT Ha KOHTPAreHTUTE IIpH
yCIIOBHE, Ye T€ OTTOBAPAT Ha U3UCKBAHUATA 32 TOBA;

6) u3naje CHOTBETHH paspelleHHs 3a JOCTHI Ha BCHYKH JIAIA, HHTO
CIly)XeOHH 3a[b/DKEHHs. WIH KOHKDETHO BB3JNOXKEHH 3aJadd H3MCKBaT
JOCTBII 110 KIacuduuupana nHGOpPMALHs, [IPH YCIOBHE, Ye OTTOBapsT Ha
W3UCKBAHUSTA 33 TOBA; ' - |

B) rapaHTHpa, 4Ye BCHYKH JIMIA, HMMAalld JOCThI JO IOJy4eHa
knacupuumpaHa HHpopMauusd, ca OWIM CBOTBETHO 3allO3HATH C
IIPOLEAypUTE 33 CHTYPHOCT H TEXHHMTE 3a[bIDKCHHS IO OTHOLICHHE HA
curyproctTa. Tesu muua TpsaOBa NUCMEHO Na IEKIAPUPAT, Y€ HAITBJIHO
pa3bupaT OTFOBOPHOCTHTE CH K IIpaBHHUTE IOCIEIUIH, IPEIBHJCHU B
TAXHOTO HAIMOHATHO 3aKOHOJATENCTBO B CIydYad, 4e KiIacubUIupaHata
uH(pOpMaIHs Gblle NPEeNOCTaBEHA HAa HEYIHIHOMOIIEHO JIHUIE, YMULLIEHO
WJIH TI0 HEMpeIIa3IiBOCT. ' o ‘

(4) Bcexn xnacHM@uIMpaH JOTOBOP BKJIOYBA CHOTBETEH AHEKC IO
CHTYpHOCTTa. B TO3u AHeKC ce YTOYHSBa MHQOPMALMATA, CBBHP3aHA C
pasNMYHMTE AacTeKTH Ha KIacHGWUMpaHHs JOTOBOp, 33 KOSTO €
Heo6X0/MMa 3alliTa M KO€ CHOTBETHO HMBO Ha KiacHduKauus 3a
CHTYpHOCT clefiBa Ja ObJie ONpeneNeHo Ha Tasd MH(pOpMalys, KakTo H
H3UCKBaHUATA 33 CUTYPHOCT, KOUTO TpAOBa 1a 6BAaT CIA3eHH. |

(5) HoroBopm, CKIIOYEHH C  KOHTPareHTH, ChIbPXKalIH
knacuuuupana unpopmanus ¢ HuBo Ha knacu¢ukauus SECRET DE
SERVICIU/ 3A CJIYXKEBHO IIOJI3BAHE / RESTRICTED, cuu;pxcar

ce npvmoxcar 3a 3aLuHT_a_Ta Ha TaKaBa Knag:mpnuupaHa HH(bopmaqu.

“WIEH 11
HOCEIIERNSA

(1) Ilocemenns B 0OEKTH, KBAETO C€ Cb3/laBa, ChXpaHABA WU
pabotm ¢  KknacupunupaHa WHpOpMANHA, Ce pa3pelaBaT CaMmoO OT
KommeTeHTHHSI OpraH IO CHIypHOCTTa Ha IIOCEllaBaHaTa CTpaHa Ha
TOCETHTENIH OT IbpXaBaTa Ha jpyrata Jloropapsiia CTpaHa, ako HMaT
Heob6X0AMMOCT OT JOCTBII 10 KiackH(pHUIupana HHGOpMAaLys. | ”
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(2) Beska JloroBapsina cTpaHa yBeIoMsBa CBOSBPEMEHHO Jpyrara
Jloropapsiia cTpaHa 3a NOCETUTENHTE NMpequ IJIaHUPAHOTO IOCEIICHHE.
[lpu cmemHyu ciy4ad ITOCELICHUSATa C€ OpPraHHU3MpaT upe3 CIEHUATHU
B3aWMHH JOTOBOPEHOCTH.

(3) Ilpuemammara Jlorosapsma cTpaHa OTroBaps 3a MHCTPYKTaXxa Ha
CITy>KUTEJIUTE Ha MOCENaBaHus 00eKT WK YUpeXAeHUEe OTHOCHO LieNTa Ha
MOCEIIEHHETO U 3a Hali-BHCOKOTO HUBO Ha KJIaCU(PUKaIHS 3a CUHTYpHOCT Ha
nHpopMaIusiTa, KOAToO MOXe Ja Ople mpenocTtaBeHa Ha IocelaBaiiara
JoroBapsiua cTpaHa.

(4) Uckanmsta 3a IOCElmIeHUs ce MoJaBaT B IIUCMEHa (opma 10
KomMmmereHTHHS Opral o CUrypHocTTa Ha JloroBapsinara cTpaHa, Ha YAsATO
TEPUTOPHS C€ U3BBPIIBA TOCEIICHUETO.

(5) UckaneTo 3a nocemenue cpaAbpxa cieHaTa HHpOpMaIus:

- ©Me, JaTa U MICTO Ha paXJaHe, HAIIMOHAIHOCT, HOMep Ha macmopra
(MmryHATa KapTa) Ha OYaKBaHHS MOCETHTEI;

- II'BXKHOCT U YUpeXIeHHe, THPrOBCKO IPYXECTBO WIJIM OpraHW3alus,
YUHTO IPECTaBUTEN € WIIH KBbM YHHTO CHCTaB CE€ YUCIH MOCETUTENS;

- yIOCTOBEpEHHE 3a HHMBOTO Ha KiIacuuKalus 3a CHIYPHOCT Ha
uHDOpManuiATa, A0 KOETO IIOCETHUTENAT HMMa IIpaBO Ha JOCTHII,
IIOCOYEHO B pa3pelieHNueTo Ha IOCeTUTENS;

-¥UMe U aJpec Ha YYPEeXIEHHETO, THPIOBCKOTO IPYXKECTBO WIIH
OpraHu3aIusaTa, KOUTO e OBAaT IOCEeTeHH;

- IMe H JUTBXXHOCT Ha JINLETO/MuIaTa, KOUTO e ObaaT OCeTeHH, IPH
HaJIM4Yhe Ha IpeABapuTeIHa HHHopMaIus,;

- 11eJ1 Ha M10CEeIEeHUETO;

- IaTH Ha NPUCTUTAHE U OTI'TYBaHE.

(6) Besixa JloroBapsima crpaHa rapaHTdpa 3allldTaTa Ha JIMYHHUTE
JIaHHU Ha IOCETUTENUTE, B CBOTBETCTBUE C HAIMOHAIHOTO CH
3aKOHOJATEJICTBO.

(7) IlocetutenuTe cnasBaT 3aKOHOJATEJICTBOTO Ha Jloromapsmiara
CTpaHa-IOMakuH B o0jlacTTa Ha 3amuTa Ha KJIacHQHIHMpaHaTa
uHpopmanus.
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YJIEH 12
HAPYIHABAHE HA MEPKUTE 3A CUT'YPHOCT

(1) B ciuyuyali Ha HapymaBaHe Ha MEpKHTE 3a CHUTYPHOCT,
KOMITETEHTHHUST OpraH IO CUI'YPHOCTTA, B YUSTO IBPXaBa Ce € MOJYIHIIO
HapylaBaHe Ha MEPKHTE 3a CUTypHOCT MH(POPMHUpPA KOMIIETEHTHUS Opra
10 CUTYpHOCTTa Ha JpyraTa JloroBapsiia cTpaHa BB3MOXHO Hail-0bp30,
OCHTypsiBa CHOTBETHOTO pascliefiBaHE M NpeAnpHeMa HeoOXomumuTe
MEpKHY 3a HaMaJlgBaHe Ha MOCIENULUTE B ChOTBETCTBUE C HAIMOHAIHOTO
CH 3aKOHOIATeJICTBO. IIpH HeoGXOAMMOCT OpraHuTe Ha IbpKaBaTa Ha
npyrata Jloropapsina cTpaHa oKa3BaT ChJeHCTBUE IIPU pa3ClieIBaHETO.

(2) B ciayuanTe, Korato HapyllaBaHeTO Ha MEPKUTE 33 CHTYPHOCT Ce
U3BBPIIA B TpeTa Abp)KaBa, KOMIIETEHTHHUAT OPraH MO CHTYPHOCTTA Ha
Jorosapsmara cTpaHa, KOATO € IpefocTaBuia HHGopManusaTa Ha TpeTara
IbpKaBa, TpAOBa Ja mpeanpueMe, ako € Bb3MOXXHO, IeHCTBUATA 110 all. 1.

(3) KoMIieTeHTHHST Oprad MO CUT'YPHOCTTa Ha ObpXKaBara, KbAETO
ca HapyllleHd MEpKUTE 3a CHIypHOCT, HH(QOpMHpa MHCMEHO JApyraTa
JoroBapsia cTpaHa 3a pe3ylTaTUTe OT pa3ClieBaHETO II0 OTHOIIEHUE Ha
IpPUYMHATE 3a TOBa CHOMTHE, CTENEeHTa Ha BpEAUTE U MEPKHUTE,
MpEANpPUETH 32 TIXHOTO OrpaHMYaBaHE, KaKTO M 3a NpPENOTBpATsBaHE Ha
MTOBTOPHO HapyIIEHHUE.

YJIEH 13
PA3SPEIIIABAHE HA CITIOPOBE
Bceky crnop mo OTHOIIEHWE Ha THJIKYBAaHETO WIIM NpPUIIaraHeTO Ha
toBa (CnopasymeHHe ce paspemaBa upe3 KOHCYJNTAIMH  MeEXIy

KOMIIETCHTHUTE OpraHd II0 CUTYpPHOCTTa Ha MOBETC JObpiKaBH, Oe3
I'IpI/I6$II‘ BaH€ 10 BbHITHA FOPUCOAUKIIHA.

YJIEH 14
PA3XOIN

Bcsaxa ot I[OFOBapHIlII/ITe CTpaHU IIOHAacsAd CBOTBETHO pasXxomuTe,

Crnopasymenue.
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WIEH 15_
B3AUMHO CBhAEACTBUE

(1) Bcesixka [Joropapsina cTpaHa W HEHHUTE IbP)KaBHU OpraHH, C
IpaBoMoIIMs B 00IacTTa Ha 3alliTa Ha KlacHuIupanara HHQOpMalus, B
CHOTBETCTBHE C HAIlMOHAJIHOTO CH 3aKOHOLATEJICTBO, CBHAECHCTBAT Ha
JUTBXXHOCTHHTE JIMLa OT AbpiKaBaTa Ha Jpyrara Jlorosapsinara crpaHa za
H3IIBIHABAT 3aJbJDKEHHATa CH W Ja YIOpaxHsABAaT IpaBaTa CH B
CHOTBETCTBHE C pasnopendute Ha ToBa CliopasyMeHHUE.

(2) Ilpu HeoO6XOAMMOCT KOMIIETEHTHUTE OpraHH IO CHTYpHOCTTA Ha
Joroapsmute CTpaHH MNpPOBEXAAT KOHCYNTAlMM IO CHenudpUuYIHH
TEXHUYECKH acIeKTH, 3acaralliy IpUIoKeHHeTo Ha ToBa CriopasyMeHue.

(3) KowmnereHTHUTE OpraHd IO CHTYpHOCTTa B3aWMHO CH
IIPeIOCTaBAT UH(pOpManHrs, Heo6XoauMa 3a IPHIIaraHeTo Ha pasnopenduTe
Ha ToBa CriopasyMeHHe.

YJIEH 16
SAKJIIOYUTEJIHU PA3IIOPE/IBHA

(1) Tosa CniopazymMeHHe ce CKIIIOYBA 3a HEONpPEAEIEH CPOK U BJIM3a
B CHJIa OT JlaTaTa Ha IOJIy4aBaHE Ha MOCJEAHOTO NUCMEHO YBEIOMIICHHE, C
Koeto JloroBapsimuTe CTpaHd ce HHPOpPMHpAT B3aUMHO, 4Ye ca Owmm
HU30'BTHEHN BCUYKM BBHTPEIIHONPABHU INPOIEAYpPU 3a HETOBOTO BJIM3aHE B
cuia.

(2) ToBa CnopasymeHnue Moxe Aa Obae U3MEHSHO U JONBJIBAHO IO
B3aMMHO chbIylacue Ha JloroBapsimurte cTpaHW. 1e3u H3MEHEHHS WU
JIONBJTHEHHUS Ce U3BBPIIBAT B IUCMeHa (popMa U BJIM3aT B CHJIA CHITIACHO
mpolieypara, IpeJBUuaeHa B ai. 1.

(3) Besika loroBapsima cTpaHa ©Ma IpaBo Ja IPEKpaTé JAeHCTBUETO
Ha CmopasyMeHMETO INHCMEHO IO BCIKO BpeMme. B To3um ciyuaii
CriopasyMeHHeTO ce IpeKpaTsaBa ¢ KW3THYaHe Ha 6 (IIecT) Meceua clen
JlaTaTa Ha MOJy4aBaHETO Ha YBEJIOMJICHHETO 3a IpeKpaTsiBaHe OT JApyTrara
Horosapsila cTpaHa.

(4) Axo netictBuero Ha CropasymeHuneTo Obze IpeKpaTeHo, IisiIara
Kiacupunypada HHOQOpManusA, 1npenocraseHa o Cnopasym
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npoasDKaBa Aa ObJe 3aliuTaBaHa ChIVIACHO FOPENOCOYSHUTE pasnopenou,
10 MOMEHTa B Kolto Jloropapsmiata CTpaHa-U3TOYHHK OCBOOOIU
JloroBapsinara cTpaHa-IoIydaTel OT TOBa 3a{bKEHHE.

(5) Bcsxka [oroBapsima crpaHa He3abaBHO yBeAOMsBa JpyraTa
JoroBapsilia cTpaHa 3a BCSIKO H3MEHEHHE B HAlMOHAIHOTO CHU
3aKOHOJIATEJICTBO, KOETO MOXK€ Ja OKaKe BIMSHME Ha 3allhuTaTa Ha
Kiacuduiupanata nHbopMarus no tosa CropasyMenue. B To3u cirydait
JloroBapsiuTe CTpaHH Ce€ KOHCYNTHpaT, 3a Ja OOCBAAT BB3MOXKHHU
n3MeHeHus: B ToBa CrnopasymeHune. MexayBpeMeHHO KiacuduuupaHaTa
uHGOpMalIHs Ce 3alUTaBa 10 TOPEONUCaHus HadKH.

(6) C Bmu3ane B cuna Ha toBa Cnopasymenue CriopasyMeHUETO
Mmexnay IlpaButenctBoro Ha Pymprus u [IpaButencrBoTo Ha PemyGiumka
beirapust 3a 3amuTa Ha oOMEHsHaTa CeKpeTHa BOeHHa HHpopMarus,
noanucano B Codwus Ha 29 mapt 2000 r. ce nmpekpatspa.

ITogmucano B Bykypewm Ha 13 ampun 2006 r., B ABa eqHooOpa3Hu
€K3eMIUIIpa, BCEKH OT KOUTO HA PYMBHCKH, OBITrapCK U aHTIMHACKH e3HK,
KaTo TPHUTE TEKCTa MMaT e€JHaKkBa Cwia. B cinyyall Ha pasmuuus Ipu
TBHJIKYBaHETO, MEPOJABEH € TeKCTHT Ha aHTJIUHCKH €3UK.

lW&L:?MEWL‘WMﬂ!NW&!ﬂhW,ﬂua,.«t'w'ﬂw*ﬁ:lpﬂmlwmwﬁmm@ﬂmmmmlmmmﬁm

3A ITIPABHUTEJICTBOTO HA 3A IPABUTEJICTBOTO HA
PENTYBJIMKA BBJITAPUSA
nPO®. 1-P MAPRYC IIETPECKY IIBETA MAPKOBA
dbpxaBeH cexperap IIpencenaren na /InpxxaBnara
I'enepaJien n1upeKkTOp Ha KOMHCHS 110 CHTYPHOCTTA Ha
HaumnonaiHaTta perucrparypa 3a HHpopManuaATa

Knacupuuupana uapopmanus

P TE NTPSE
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AGREEMENT
BETWEEN
THE GOVERNMENT OF ROMANIA
AND

THE GOVERNMENT OF THE REPUBLIC OF BULGARIA

ON MUTUAL PROTECTION

OF CLASSIFIED INFORMATION
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The Government of Romania and the Government of the Republic of
Bulgaria, hereafter called the Contracting Parties,

Realizing that good cooperation may require exchange of classified
information between the Contracting Parties,

Desiring to create a set of rules regulating the mutual protection of
classified information applicable to any future co-operation agreements and
classified contracts, which will be implemented between the Contracting
Parties, containing or providing for access to classified information,

Have agreed on the following:

ARTICLE 1
GENERAL PROVISIONS

(1) This Agreement shall form the basis of any activity involving, in
compliance with national legislation, the exchange of Classified Information
between the Contracting Parties directly or through other state bodies or legal
entities.

(2) The decision concerning the exchange of the Classified Information
between the Contracting Parties is taken in accordance with their national
legislation.

(3) The Contracting Parties shall fulfill their obligations stipulated in
this Agreement, according to the terms set forth herein, on the base of equality
and mutual benefit principles.

(4) This Agreement shall not affect the obligations of both Contracting
Parties which stem from other international agreements and shall not be used
against the interests, security and territorial integrity of other states.




ARTICLE 2
DEFINITIONS

For the purpose of this Agreement:

a) Classified Information means:
any information, regardless of its physical form, to which a security
classification level has been assigned in compliance with national legislation
and which shall be protected accordingly;

b) Classified Document means:

any recorded Classified Information, regardless of its physical form and
characteristics, including, without limitation, the following carriers:
handwritten or typed paper, seals applications used for processing data, maps,
tables, photographs, pictures, pigmentation, engravings, drawings or parts
thereof, sketches, rough copies, notes, carbon copies, ink ribbons or for
reproducing by any means or process sounds, voices, magnetic or video or
electronic or optical recordings in any form, as well as portable automatic data
processing equipment with a fixed or removable data storage carrier;

c¢) Classified Material means:
any technical item, prototype, equipment, installation, device or weapon either
manufactured or in a process of manufacture, as well as the components used
for their manufacture, containing Classified Information,;

d) Security Classification Marking means:
a marking stating the security classification level of Classified Information, in
accordance with the national legislation of the states of the Contracting
Parties;

e) Classified Contract or Sub-Contract means:
an agreement concluded, in compliance with the national legislation, between
Contractors or between Contractor and Sub-Contractor which contains and/or
provides for access to Classified Information in the process of its execution;

f) Contractor or Sub-Contractor means:
an individual or a legal entity possessing the legal capability to conclude
Classified Contracts or is a party to a Classified Contract;




g) Breach of Security means:
an act or omission contrary to national legislation, which results or may result
in an Unauthorised Access to Classified Information,;

h) Unauthorised Access to Classified Information means:
disclosure, misuse, change in, damage, submission, unauthotised destruction
of Classified Information, as well as any other acts, resulting in breach of
protective measures or loss of such information;

i) Personnel Security Clearance means:
a positive decision stemming from a vetting procedure which is to determine
the loyalty and trustworthiness of a person and affirm the conformity with the
conditions set out in national legislation. On the basis of this positive decision
access to information of a certain level of classification may be granted to
such a person;

J) Facility Security Clearance means:
a positive decision stemming from a vetting procedure which is to determine
the physical and organisational capability of a legal entity to protect Classified
Information appropriately and affirm the conformity with the conditions set
out in national regulations. On the basis of this positive decision access to
information of a certain level of classification may be granted to such an
entity;

k) "Need to Know" principle means:
a principle according to which access to Classified Information may only be
granted to a person who, in carrying out his official duties or tasks, needs
access to such information;

: ‘ v 1) Competent Security Authority means:

the authority which in compliance with the national legislation of the state of
the respective Contracting Party performs the state policy for the protection of
Classified Information, exercises overall control in this sphere as well as
conducts the implementation of this Agreement, and is determined as such in
Article 4 of this Agreement;

m) Specialised Security Authority means:
the institution which, in compliance with the national legislation has specific
competences in the field of the protection of the Classified Information;
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n) Third Party means:
a state or an international organisation, which is not a party to this Agreement
or an individual or a legal entity which does not respond to the respective
national requirements of access to Classified Information, including the “need

to know” principle.

ARTICLE 3
SECURITY CLASSIFICATION LEVELS

(1) The security classification levels applicable to information
exchanged within the framework of this Agreement are:

a) for Romania: STRICT SECRET DE IMPORTANTA DEOSEBITA
(TOP SECRET), STRICT SECRET (SECRET), SECRET (CONFIDENTIAL)
and SECRET DE SERVICIU (RESTRICTED);

b) for the Republic of Bulgaria: CTPOI'O CEKPETHO (TOP
SECRET), CEKPETHO (SECRET), IIOBEPUTEJIHO (CONFIDENTIAL)
and 3A CJIYKEBHO ITIOJI3BAHE (RESTRICTED).

(2) The Contracting Parties have determined that the equivalence of the
security classification levels is as follows:

. . . English
Romania Republic of Bulgaria Equivalent
STRICT SECRET DE
IMPORTANTA CTPOI'O CEKPETHO | TOP SECRET
DEOSEBITA
STRICT SECRET CEKPETHO SECRET
SECRET TIOBEPUTEJIHO CONFHEENTIA
SECRET DE 3A CJIYXXEBHO
SERVICIU TTOJIBBAHE RESTRICTED

(3) Only the originating Contracting Party is authorised to change the
security classification level or to declassify the transmitted Classified
Information. The assignment of security classification level to jointly created
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Classified Information, its change or the declassification of this information
shall be made upon common consent of the Contracting Parties.

ARTICLE 4
COMPETENT SECURITY AUTHORITIES

(1) The Competent Security Authorities responsible for the
implementation and the relevant control of all aspects of this Agreement are:

- In Romania: Guvernul Romaéniei, Oficiul Registrului National al
Informatiilor Secrete de Stat — ORNISS Bucuresti, str. Mures nr. 4, sect. 1,
ROMANIA (Government of Romania, National Registry Office for Classified
Information, Bucharest, 4 Mures Street, Sector 1, ROMANIA);

- In the Republic of Bulgaria: IspxaBra Komucusa no CurypsHoctra
na Madopmanusrta-IKCH, Codus, yn. Auren KeaueB No 1, BbJIIT'APUS,
(State Commission on Information Security, Sofia, Angel Kanchev 1 Street,
BULGARIA).

(2) In order to achieve and maintain comparable standards of security,
the Competent Security Authorities shall, on request, provide each other with
information about the security standards, procedures and practices for
protection of Classified Information applied by the respective Contracting
Party. Each Competent Security Authority shall, by mutual consent, enable
inspection visits of authorised officials in both countries.
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ARTICLE 5
CLASSIFIED INFORMATION PROTECTION MEASURES

(1) In compliance with this Agreement and their national legislations,
the Contracting Parties shall implement all appropriate measures for protection
of Classified Information which is exchanged or created under this
Agreement. The same level of protection shall be ensured for such Classified
Information as it is provided for the national Classified Information, with the
corresponding security classification level pursuant to Article 3.
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(2) The receiving Contracting Party shall neither use a lower security
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information without the prior written consent of the Competent Security
Authority of the originating Contracting Party.

(3) The receiving Contracting Party is obliged:

a) not to disclose Classified Information to a Third Party without a prior
written consent of the originating Contracting Party;

b) to afford Classified Information a security classification level
equivalent to that provided by the originating Contracting Party;

¢) not to use Classified Information for purposes other than those it has
been provided for;

d) to guarantee the private rights such as patent rights, copyrights or
trade secrets that are involved in Classified Information.

(4) The originating Contracting Party shall ensure that the receiving
Contracting Party is informed of:

a) Security Classification Markings of information and any conditions
of release or limitation on its use, and that information is so marked;

b) any subsequent change in security classification levels.

(5) If any other Agreement concluded between the Contracting Parties
contains stricter regulations regarding the exchange or protection of Classified
Information, these regulations shall apply.

(6) In case it is impossible to protect and return Classified Information
created or exchanged according to this Agreement, the Classified Information
shall be destroyed immediately. The receiving Contracting Party shall notify
the Competent Security Authority of the originating Contracting Party about
such a destruction of the Classified Information as soon as possible.
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ARTICLE 6
TRANSMISSION OF CLASSIFIED INFORMATION

(1) Classified Information shall be transmitted by diplomatic or military
couriers or other means approved by the Competent Security Authorities. The
receiving Competent Security Authority shall acknowledge receipt of the
Classified Information.

(2) If a large consignment containing Classified Information is to be
transmitted the Competent Security Authorities shall mutually agree on and
approve the means of transportation, the route and security measures for each
such case.

(3) The exchange of Classified Information through information and
communications systems shall take place in accordance with the security
procedures set out in national legislation.

ARTICLE 7
SECURITY CLASSIFICATION MARKINGS

(1) The receiving Contracting Party shall mark the Classified
Information of the originating Contracting Party with equivalent Security
Classification Marking in accordance with Article 3 of this Agreement.

(2) Classified Information created jointly shall be marked by the
Contracting Party within the territory of which this information has been
created. In this case, this Contracting Party shall be considered originating
Contracting Party. The originating Contracting Party may transmit the jointly
created Classified Information to a Third Party only upon prior written consent
of the other Contracting Party.

(3) Classified Information created by the receiving Contracting Party on
the basis of Classified Information or part of it transmitted by the originating
Contracting Party shall be marked with a Security Classification Marking
which is not lower than the Security Classification Marking of the transmitted
Classified Information.

1,

& ‘Yr/‘ T
o TTOK! - g0
R €'9TAT . ?

e




i
i
3

ARTICLE 8
TRANSLATION, REPRODUCTION, DESTRUCTION

(1) Classified Documents marked with a security classification level
STRICT SECRET DE IMPORTANTA DEOSEBITA / CTPOI'O
CEKPETHO / TOP SECRET shall be translated or copied only by written
permission of the Competent Security Authority of the originating Contracting

Party.

(2) Any translation of Classified Information shall bear the Security
Classification Marking of the original and a suitable annotation in the
language of translation indicating that the translated material contains
Classified Information of the originating Contracting Party.

(3) When Classified Information is reproduced or copied, all original
Security Classification Markings thereon shall also be reproduced or marked
on each copy. Such reproduced or copied information shall be placed under
the same protective measures as the original information. The number of
copies shall be limited to that required for official purposes.

(4) Classified Information shall be destroyed or modified insofar as to
forestall its reconstruction in whole or in part.

(5) Classified Information of the security classification level STRICT
SECRET DE IMPORTANTA DEOSEBITA/ CTPOI'O CEKPETHO / TOP
SECRET shall not be destroyed. It shall be returned to the originating
Contracting Party.

(6) The originating Contracting Party may expressly prohibit
reproduction, alteration or destruction of a Classified Information by marking
the relevant carrier of Classified Information or sending subsequent written
notice. In such case, the Classified Information subject to destruction shall be
returned to the originating Contracting Party, except in the case referred to in
Article 5, paragraph 6.
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ARTICLE 9
SECURITY CLEARANCES

(1) Each Contracting Party shall guarantee that any individual, who, due
to his official duties or tasks, needs access to Classified Information, holds a
valid and appropriate Personnel Security Clearance, issued in accordance with
the national legislation.

(2) Upon request, the Competent Security Authorities/ Specialised
Security Authorities of the Contracting Parties, in compliance with national
legislation, shall exchange information related to the vetted individuals or
legal entities.

(3) Upon request, the Competent Security Authority of each Contracting
Party shall provide information whether an individual or a legal entity has
been issued a national Personnel Security Clearance/ Facility Security
Clearance corresponding to the required security classification level.

If an individual or a legal entity does not hold a Personnel Security
Clearance/ Facility Security Clearance the Competent Security Authority of
each Contracting Party may request for that individual or legal entity to be
security cleared.

(4) The Contracting Parties shall mutually recognize the validity of
Personnel Security Clearances and Facility Security Clearances, in accordance
with national legislation.

(5) The Competent Security Authorities shall notify each other on any
withdrawal or downgrading of Personnel Security Clearances or Facility
Security Clearances, issued to individuals or legal entities which perform
activities under the provisions of this Agreement.

ARTICLE 10
INDUSTRIAL SECURITY

(1) Classified Contracts shall be concluded and implemented in
accordance with the national legislation of the Contracting Parties and the
provisions of this Agreement.
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(2) In case a Classified Contract is performed within the territory of the
state of one of the Contracting Parties, the authorities of the state of that
Contracting Party are obliged to exercise control regarding the fulfillment of
the Classified Information protection obligations by the Contractor.

(3) Prior to releasing to Contractors from the state of either Contracting
Party any Classified Information of the other Contracting Party, the receiving
Contracting Party shall:

a) grant an appropriate Facility Security Clearance to the Contractors on
condition they have fulfilled the requirements for its issue;

b) grant an appropriate Personnel Security Clearance to all individuals
whose official duties or tasks require access to Classified Information on
condition they have fulfilled the requirements for its issue;

c) ensure that all individuals having access to received Classified
Information have been appropriately briefed on security procedures and their
security obligations. All such individuals shall acknowledge in writing that
they fully understand their responsibilities and the consequences which the
national legislation provides when Classified Information passes to
unauthorised individuals either by intent or negligence.

(4) Every Classified Contract shall include an appropriate security
annex. The Security annex shall specify the information connected with
various aspects of the Classified Contract which require protection and the
corresponding security classification level that is to be assigned thereto, as
well as the security requirements that are to be met.

(5) Classified Contracts placed with contractors involving Classified
Information at SECRET DE SERVICIU / 3A CJIYXXEBHO IIOJI3BAHE /
RESTRICTED level shall contain an appropriate clause identifying the
minimum measures to be implemented for the protection of such Classified
Information.
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ARTICLE 11
VISITS

(1) Visits to premises where Classified Information is created, handled
or stored, shall be allowed only by the Competent Security Authority of the
visited state to visitors from the state of the other Contracting Party, if they
need access to Classified Information.

(2) Each Contracting Party shall notify in due time the other Contracting
Party of expected visitors prior to the planned visit. Short notice visits can be
arranged in urgent cases by special mutually determined arrangements.

(3) The host Contracting Party shall be responsible for briefing
specifically the personnel of the facilities and establishments that are to be
visited on the decisions referring to the objective of the visit and the highest
level of Classified Information that is to be released to the visiting Contracting

Party.

(4) Request concerning carrying out the visit shall be forwarded in
written form to the Competent Security Authority of the Contracting Party
whose territory shall be visited.

(5) The request for visit shall contain the following information:

- name of the proposed visitor, date and place of birth, nationality and
passport (ID card) number;

- official status of the visitor together with the name of the
establishment, company or organization which he/she represents or to which
he/she belongs;

- certification of level of security clearance of the visitor;

- name and address of the establishment, company or organization to be
visited;

- name and status of the person(s) to be visited, if known;

- purpose of the visit;
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- dates of arrival and departure.

(6) Each Contracting Party shall guarantee protection of personal data of
the visitors, according to the respective national legislation.

(7) All visitors shall comply with the legislation on protection of
Classified Information of the host Contracting Party's state.

ARTICLE 12
BREACH OF SECURITY

(1) In case of a Breach of Security, the Competent Security Authority of
the state where the Breach of Security occurred shall inform promptly the
Competent Security Authority of the other Contracting Party, shall ensure
proper investigation of such event and shall take the necessary measures to
reduce the prejudices, in accordance with national legislation. The authorities
of the state of the other Contracting Party shall, if required, cooperate in the
investigation.

(2) In case the Breach of Security occurs in a third country, the
Competent Security Authority of the Contracting Party which transmitted the
information to the third country shall take if possible the actions as of
paragraph 1.

(3) The Competent Security Authority of the state where the Breach of
Security occurred shall inform in writing the other Contracting Party of the
results of the investigation regarding the causes of the event, the extent of the
damage and the measures taken for its limitation and for the prevention of its
recurrence.

ARTICLE 13
SETTLEMENT OF DISPUTES

Any dispute regarding the interpretation or implementation of this
Agreement shall be settled by consultation between the Competent Security
Authorities of the two states, without recourse to outside jurisdiction.

13

R S e L e B i Tk




ARTICLE 14
EXRENSES

Each: Contracting: Party. shalll cover-its.own.expenses.in: the course: of the:
implementation. of this. Agreement.

ARTICLE 1§
MUTUAL ASSISTANCE

(1) Each Contracting Party and the authorities. of its. state with
responsibilities. in the field of protectiom of Classified! Information, in
compliance with the national legislation, shall assist the personnel from the
state: of the: other Contracting: Party in: fulfilling: the obligations. and; exercising
the rights. i accordance with the provisions. of this. Agreement.

(2) Should: the: need| arise the: Competent Security Authorities. of the
Contracting: Parties. shall consult each: other om specific technical aspects.
concerning the implementation: of this. Agreement.

(3)» The Competent Security Awuthorities. shall mutually provide
information: required to the implementatiom of the provisions of this
Agreement..

 ARTICLE 16
FINAL PROVISIONS

(1) This Agreement is concluded for am indefinite period of time and
enters. into force on: the date of receiving the last written notification whereby
the Contracting Parties inform: each other of the fulfillment of all internal
procedures necessary for its entry into force.

(2) This Agreement may be amended and supplemented on the basis of
the mutual consent of both Contracting Parties. Such amendments or
supplements shall be made in writing and shall enter into force in accordance
with the provisions of paragraph I of this Article.

(3) Each Contracting Party has the right to terminate this Agreement in
writing at any time. In such case the validity of the Agreement will expire
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after 6 (six) months following the day on which the termination notice has
been received by the other Contracting Party.

(4) Should the validity of this Agreement expire, all Classified
Information provided pursuant to this Agreement shall continue to be
protected in accordance with the provisions set forth herein, until the
originating Contracting Party dispenses the receiving Contracting Party from
this obligation.

(5) Each Contracting Party shall promptly notify the other Contracting
Party of any changes to its national legislation that would affect the protection
of Classified Information under this Agreement. In such case, the Contracting
Parties shall consult to consider possible changes to this Agreement. In the
meantime, Classified Information shall continue to be protected as described
herein.

(6) When this Agreement enters into force, the Agreement between the
Government of Romania and the Government of the Republic of Bulgaria on
the protection of exchanged classified military information, signed at Sofia, on
29" March, 2000 shall be terminated.

Done in Bucharest, on 13™ April 2006, in two original copies, each one
in the Romanian, Bulgarian and English languages, all texts having equal
validity. In case of differences in interpretation, the English text shall prevail.

FOR THE GOVERNMENT FOR THE GOVERNMENT
OF ROMANIA - OF THE REPUBLIC OF
BULGARIA
Hl: @W/

Prof. dr. MARIUS PETRESCU TSVETA MARKOVA
Secretary of State Chairperson
Director General of the State Commission on

of the National Registry Office for Information Security

Classified Information
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