MEMORANDUM DE INTELEGERE

INTRE

GUVERNUL ROMANIEI

Si
GUVERNUL REPUBLICH TURCIA

PRIVIND COOPERAREA IN CADRUL "OPERATIUNII BLACK SEA HARMONY"
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Guvernul Romaniei si Guvernul Republicii Turcia, numite in continuare “Partea”
sau “Partile”,

in conformitate cu “Acordul intre Guvernul Romaniei si Guvernul Republicii
Turcia privind cooperarea in domeniile instruirii militare, tehnicii si stiintei” , denumit {3

n continuare “Acordul”, semnat la Bucuresti, la 20 februarie 1992,

Avand un interes comun in asigurarea securitati maritime la nivel global si

regional si avand o nevoie comuna de a schimba informatii pentru a raspunde unor |}

cerinte operationale comune,

Avand interese si abordari comune ca parti la Tratatul Atlanticului de Nord |
(NATO) semnat la Washington D.C. la 4 aprilie 1949, la Acordul privind infiintarea |8
Grupului de Cooperare Navala in Marea Neagra (BLACKSEAFOR) semnat la |}

Istanbul la 2 aprilie 2001 si la Documentul privind masurile de crestere a increderii si

securitatii (CSBM) in domeniul naval, in Marea Neagra, adoptat la 1 noiembrie 2001,

fara a afecta prevederile Acordului,

Avand in vedere prevederile Cartei Natiunilor Unite si obiectivele stabilite in
Rezolutiile Consiliului de Securitate cu relevanta in domeniul prevenirii si combaterii {]

terorismului international si proliferarii armelor de distrugere in masa,

Afirmand hotirarea lor de a intari pe mai departe prietenia si cooperarea intre |}

cele doua tari in conformitate cu principiile dreptului international,

Exprimand reciproc dorinta de a lua masurile de securitate necesare bazate pe }

cooperare in contextul combaterii actelor ilegale pe mare,

Avand in vedere ca Operatiunea Black Sea Harmony reprezinta un mecanism

deschis si inclusiv, caruia i se pot alatura toate statele riverane Marii Negre,

Au convenit, in limitele permise de legislatiile lor nationale si de politicile de |}
transmitere a informatiilor, sd coopereze in desfasurarea operatiunilor din Marea |}
Neagra legate de activitdti in domeniul maritim, inclusiv intre celelalte autoritati |

nationale cu competente in domeniu, asupra urmatoarelor:
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ARTICOLUL 1
SCOP

Scopul prezentului Memorandum de intelegere este sa creeze cadrul juridic al

cooperdarii intre Parti sub egida Operatiunii Black Sea Harmony (OBSH), in scopul |;

combaterii riscurilor maritime in Marea Neagra, precum si sa determinte metodele si
responsabilitatile privind schimbul de informatii pentru OBSH, intre Comandamentul

Fortelor Navale Turce si Statul Major al Fortelor Navale Roméne in calitate de

reprezentanti autorizati ai Partilor.

ARTICOLUL 2
DEFINITII

” ~

1. “Informatii” inseamna informatiile referitoare la OBSH, mentionate la art. 4 alin 8,

care sunt schimbate potrivit prezentulun Memorandum de Intelegere incluzand dar |}

nelimitandu-se la forme de exprimare scrise, verbale sau vizuale, filme, slide-uri,
fotografii, casete, discuri.

2. "Centrul Permanent de Coordonare al Opertiunii Black Sea Harmony” (OBSH |}
PCC) inseamna centrul care, sub autoritatea unui ofiter de comanda turc, actioneaza |}
ca centru de coordonare pentru OBSH, cu participarea unui ofiter de stat major si de |§
legatura desemnat de Partea Romana. Centrul functioneaza 24 de ore, 7 zile pe {}

saptamana.

3. Ofiteri de legatura:

a. “Ofiterul de legaturd roman” inseamna ofiterul roman de marina, care este {§
numit la OBSH PCC sub autoritatea administrativa a atasatului militar roman in |
Republica Turcia si este imputernicit sa actioneze ca punct national de contact al |

Partii Roméane la OBSH PCC.

Ofiterul de legatura va lucra la OBSH PCC intre orele 9.00 si 18.00 si va fi|f
pregatit sa raspunda la chemare si sa se prezinte la centru de céte ori este nevoie, n |

afara orelor de program, la sfarsit de saptaméana sau in timpul sarbatorilor legale.

b. “Ofiterul de legaturd turc” inseamna ofiterul turc de marind, investit cu
autoritatea de a actiona ca punct de contact pentru OBSH intr-o locatie stabilitd de |}
Ministerul Apararii din Romania, aflat sub autoritatea administrativda a Ambasadei |}

Republicii Turcia in Romania.

""‘

4. *“Vase suspecte
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materiale conexe, precum si in alte activitati ilegale care creeaza riscurj. maatlme $ilj
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care implica observare si monitorizare atenta. s &d,m o

iInseamna acele vase care folosesc rute maritime obisnuite sau |3
neobisnuite si asupra carora exista indicii cad sunt implicate in activitdti cum ar fi |
terorismul, traficul ilicit cu arme de distrugere in masa, mijloacele lor de livrare sij;
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ART!COLUL 3
ARIA DE APLICARE

1. Schimbul de informatii pentru operatiuni maritime va acoperi unitatile desfagurate

pentru OBSH, Comandamentele navale ale Partilor si OBSH PCC locat la Karadeniz

Eregli-Zonguldak (Republica Turcia). Schimbul de informatii va fi implementat prin
OBSH PCC la Karadeniz Eregli.

2. Unitatile romane si turce care coopereaza in cadrul OBSH vor intreprinde actiuni
de prezenta navala pe rutele de trafic ale vaselor comerciale si vor executa
operatiuni de supraveghere sistematica in propria arie de jurisdictie maritima si in
spatiul aerian de deasupra acesteia, in Marea Neagrd, in conformitate cu dreptul
international si legislatia nationala a statelor Partilor. Statul Major al Fortelor Navale
Romaéne — impreuna cu autoritatile romane competente — si Fortele Navale Turce:

a. vordesfasura operatiuni de recunoastere;

b. vor intreprinde actiuni de urmarire a vaselor suspecte, daca se impune,
numai in strictd conformitate cu legislatia fiecarui stat;

c. vor coopera prin intermediul OBSH PCC in vederea coordonarii actiunilor.

3. Autoritatile competente pentru implementarea prezentului Memorandum de
Intelegere sunt:

a. Pentru Guvernul Romaniei, Ministerul Apararii Nationale, prin Statul Major al
Fortelor Navale;

b. Pentru Guvernul Repubilicii Turcia, Comandamentul Fortelor Navale Turce.

ARTICOLUL 4 )
MANAGEMENT $I| RESPONSABILITATI

1. Fiecare Parte va informa cealaltd Parte asupra eventualelor impedimente
aparute in procesul de schimb de date care se datoreaza unor evenimente
neprevazute, dificultdtiior derivand din legislatia si regulamentele interme sau
problemelor tehnice, precum Si asupra cauzei/cauzelor
impedimentului/impedimentelor si asupra duratei acestuia, cat mai curand posibil.

2. Partile au convenit ca obligatile rezultdnd din prezentul Memorandum de
Intelegere nu vor aduce nici o cheltuiala sau obligatie financiara substantiala pentru a
dezvolta sistemele existente sau de a achizitiona sisteme noi.

3. Conceptul de operatii

OBSH reprezintd un instrument de cooperare regionalda efectiva, in termeni
operationali si concreti, in timp ce BLACKSEAFOR joaca un rol complementar, axat
pe sporirea capabilitatilor nationale si a inter-operabilitdtii intre fortele navale ale
statelor riverane, urmand a transfera expertiza acumulata catre OBSH.

a. OBSH inglobeaza urmatoarele actiuni maritime desfasurate de catre Fortele
Navale Roméne - lmpreuna cu autontatne roméane competente §l--LB: stncta
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- operatiuni de supraveghere sistematica in ariile de jurisdictie maritima
romana si turca si in spatiul aerian de deasupra acestora, in conformitate cu dreptul
international;

- operatiuni de recunoastere pentru vasele suspecte;

- operatiuni de urmarire a vaselor suspecte;

- luarea masurilor adecvate daca se notifica intrarea unui vas suspect in |§

ariile de jurisdictie maritima roméana/turca.

b. Operatiunea este coordonatd si desfasuratda in cooperare cu serviciile |§
nationale ale pazei de coasta/politiei de frontiera, precum si cu orice alte organisme |§
guvernamentale, cand si unde este nevoie, in conformitate cu legislatia si|8

regulamentele din statele Padtilor.

c. Operatiunea este conectata la NATO prin schimb de informatii.

d. Partile isi vor coordona actiunile de predare a urmaririi vaselor suspecte prin
intermediul OBSH PCC de la Karadeniz Eregli (Republica Turcia), prin ofiterii de |}

legatura.

e. Ariile de supraveghere sistematica sunt convenite prin PCC.

f. Daca exista situatii clare si informatii credibile despre orice vas suspectat ca |§
ar fi implicat in activitati teroriste, trafic ilicit cu arme de distrugere in masa, mijloacele |}
lor de livrare si materiale conexe si alte activitati ilegale generatoare de riscuril}
maritime, Partile se pot consulta reciproc sa desfasoare inspectii consimtite la bordul |}
navelor sau vizite in porturi in conformitate cu dreptul international si regulile||

nationale, dupa cum este cazul.

4. Comanda, Control si Comunicatii

a. Fiecare Parte, prin autoritatile nationale competente, detine comanda si

controlul asupra propriilor capabilitati navale implicate in OBSH.

b. Fiecare Parte este responsabild de transmiterea prin intermediul OBSH
PCC a informatiilor necesare referitoare la capabilititie care opereaza si lall
modalitatile operationale ale acestora In OBSH pentru a preveni suprapunerile si|}

interferentele. -

c. Comunicatiile intre comandamentele nationale si OBSH PCC vor fi asigurate

cu urmatoarele mijloace:
- linii telefonice securizate;
- internet securizat;

fax securizat.
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5. Comunicatiile intre capabilitatile participante (inclusiv cele aeriene) pe mare se vor
desfasura dupa cum urmeaza:

a. Comunicatii radio VHF, UHF si HF (limba engleza va fi utilizata folosindu-se
coduri speciale de abreviere care vor fi elaborate in comun);

b. Comunicatii “PC to PC”,
c. Comunicatii vizuale (steaguri de semnalizare si lumini de semnalizare).

6. Un ofiter de legatura al Fortelor Navale Romane la OBSH PCC va actiona ca

punct national de contact si va fi investit cu autoritatea de a coordona activitatile |{
maritime cu Fortele Navale Turce. Partea turcd va avea in vedere o legatura |

reciproca intr-o locatie care va fi identificata de catre Partea romana.

7. Schimbul de informatii: schimbul de informatii intre unitatile desfagurate,

comandamentele nationale si OBSH PCC va fi stabilit in sprijinul executarii :

activitatilor maritime in strictd conformitate cu legislatiile statelor Partilor.

8. Schimbul de informatii vizeaza urmatoarele aspecte:

a. Schimbul de informatii despre unitatile romane si turce desfisurate care ||

coopereaza in cadrul OBSH si modalitatile operationale;

Neagra;

c. Schimbul de informatii privind conditile de mediu cu impact asupralf

operatiunilor maritime;

d. Schimbul de informatii privind navigatia potential vulnerabila la amenintari |}

asimetrice, cum ar fi navele cargo care transporta incarcaturi explozive;

e. Schimbul de date referitor la vasele care isi schimba numele, pavilionul si |

numerele IMO - Organizatia Maritima International;

f. Schimbul de date privind vasele la bordul carora se afla membri ai

echipajelor care sunt suspectati ca ar fi implicati in activitati teroriste sau ilegale.

9. Procedurile si Principile Operationale Standard; Termenii de Referintd (TOR)

mentionati mai jos vor fi negociati si conveniti pe timpul intéinirilor cu caracter tehnic |

si vor fi incheiati dupa cum este necesar:
a. TOR pentru operatiuni standard de supraveghere si misiuni de urmarire;

b. TOR privind formatele si procedurile pentru schimb de informatise s
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c. TOR pentru operatiile OBSH PCC/Karadeniz Eregli.

T I

b. Schimbul de informatii despre vasele suspecte care intra in si ies din Marea 1
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ARTICOLUL 5
SPRUJINUL LOGISTIC

1. Toate cheltuielile necesare, incluzand transportul si ingrijirea medicala cu

spitalizare a ofiterului de legatura care Tsi desfagoara activitatea in Republica Turcia,
vor fi suportate de catre Partea romana. Facilitdtile si servicile militare, inclusiv |8

cazare, vor fi puse la dispozitia ofiterului de legatura pe baza de reciprocitate.

2. Sprijinul logistic pentru capabilititie Fortelor Navale Roméne (ROUN) si ale
Fortelor Navale Turce (TUN) care participa la OBSH este responsabilitatea statului |§

respectivei Parti.

3. In situatii de urgenta fortele romane si turce care sunt implicate in Operatiunea |8
Black Sea Harmony fsi vor acorda reciproc, la cerere, sprijin pentru asigurarea cu |&
carburanti, provizii, apa potabild sau alt tip de asistentd. Contravaloarea asistentei |}
acordate va fi platita ulterior de catre Partea care a facut solicitarea, in termen de 30 |

de zile.

4. Partile vor asigura, la reciprocitate, pentru echipajele participante la OBSH {}
asistentd medicala in cazurile in care este necesara ingrijirea medicala specializata |§
de urgenta. Daca un vas participant la OBSH se afla in pericol, alte vase participante {8

vor lua masurile necesare pentru salvarea vasului si a echipajului.

5. Toate aspectele referitoare la statutul ofiterului de legaturd mentionat la art. 2.3, :
vor fi guvernate de ,Acordul intre statele parti la Tratatul Atlanticului de Nord cu |}

privire la statutul fortelor lor, semnat la Londra la 19 iunie 1951" (NATO SOFA).

ARTICOLUL 6

SECURITATEA INFORMATIILOR §I A MATERIALELOR CRIPTOGRAFICE

1. Dupa transferul Sistemelor de Comunicatii si Informatii (CIS) si a materialelor|§
criptografice (incluzand documentatia), Partea primitoare va fi responsabila de |8

securitatea, utilizarea corecta si protejarea acestor materiale.

2. Materialul criptografic transferat intre Parti va fi inregistrat, transportat si protejat
in mod adecvat in conformitate cu regulile nationale ale Partii primitoare, beneficiind {4

de o protectie egala cu cea acordata materialelor proprii de nivel echivalent.

3. Transferul materialului criptografic se va face prin canale agreate, cu personal ce ||
detine autorizatie de securitate si care are dreptul sa lucreze cu asemenea materiale. {4

4. Partea emitentd va fi informatda imediat in situatia pierderii, deteriorarii sau |
compromiterii materialului criptografic. Rezultatele actiunilor intrep }33@7%5}319 ;
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investigatiilor vor fi, de asemenea, transmise Partii emitente.




5. Cheile de criptare vor fi schimbate in mod regulat pentru securitatea informatiilor,
pe baza unor proceduri $i principii agreate reciproc, dupa cum este necesar. In cazul
incetarii valabilitatii prezentului Memorandum, toate Sistemele de Comunicatii si

Informatii, precum si materialele criptografice, vor fi returnate Partii emitente in
termen de 30 de zile.

6. Toate documentele si mesajele ce vor fi schimbate vor purta nivelul maxim de
clasificare OBSH CONFIDENTIAL.

7. Fara a depasi cadrul masurilor de securitate prevazute de legislatiile lor nationale
si de regulamente, fiecare Parte va desfasura protectia informatiilor clasificate si a
materialelor schimbate potrivit acestor prevederi si adopta echivalenta clasificarii de
securitate stabilita in tabelul alaturat:

IN ROMANIA Echivalenta in limba

englozd pentru OBsH | N REPUBLICA TURCIA

OBSH
SECRET CONFIDENTIAL KUH OZEL

SECRET DE SERVICIU OBSH RESTRICTED | KUH HIZMETE OZEL

OBSH
NESECRET UNCLASSIFIED KUH TASNIF DISI

8. Partile vor lua masurile necesare pentru a proteja si a controla, pe baza
principiului  necesitdti de a cunoaste, informatia marcata “OBSH ||

RESTRICTED/OBSH CONFIDENTIAL” conform prevederilor art. IV al “Acordului

intre Guvernul Roméniei si Guvernul Republicii Turcia privind cooperarea in ||

domeniile instruirii militare, tehnicii si stiintei”, semnat la Bucuresti, la 20 februarie
1992 si legislatiilor lor nationale.

9. Schimbul de informatii clasificate OBSH intre Parti se va efectua prin canale de

comunicatie securizate convenite. (Informatile OBSH UNCLASSIFIED pot fi
schimbate pe canale nesecurizate).

10. Partea emitenta stabileste nivelul adecvat de clasificare al informatiilor care pot fi
schimbate intre Parti, precum si cu terti.

11. Clasificarile de securitate a informatiilor vor fi utilizate si semnificatia lor va fi
urmatoarea:

a. OBSH UNCLASSIFIED: dezvaluirea sau schimbul pe canale de > comupicatie |4

nesecurizate a acestui tip de informatie, nu vatameaza si nu a;dﬁé* i
intereselor statelor Partilor si/sau desfa§urarn OBSH. /f
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b. OBSH CONFIDENTIAL: dezvaluirea sau schimbul pe canale de comunicatie :

) ; 3
nesecurizate a acestui tip de informatie vatameaza si aduce atingere intereselor §
Partilor. |

e

c. OBSH RESTRICTED: dezvaluirea sau schimbul pe canale de comunicatie
nesecurizate a acestui tip de informatie vatdmeaza si aduce atingere desfasurarii
OBSH.
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12. Partile vor transmite NATO informatii relevante legate de OBSH, pentru
sprijinirea eforturilor Aliantei de lupta impotriva terorismului. Acestea pot conveni, de
asemenea, sa dezvaluie total sau partial sau sa transmita informatii referitoare la
OBSH limitate la acelea prevazute la art. 4 alin. 8, catre alte state participante la
OBSH, in scopul intaririi securitatii maritime globale si regionale. Orice informatie
primita in cadrul OBSH poate fi transmisa unei terte parti pe baza aprobarii scrise
prealabile a autoritatilor Partii emitente. ‘

13. Tn anumite situatii, Partile pot emite informatii marcate “releasable only to NATO".
Astfel de informatii nu pot fi transmise nici unei alte parti, inclusiv alti participanti la
OBSH care nu sunt membri NATO. Cu toate acestea, asemenea informatii pot fi
transmise unei terte parti numai pe baza aprobarii scrise prealabile a autoritatilor
Partii emitente.

14. Documentele emise in cadrul cooperarii vor fi marcate cu nivelul de clasificare al
informatiilor si cu orice alte conditii de transmitere sau limitéri de utilizare.

15. Partile se vor informa reciproc asupra oricaror potentiale pericole la adresa
informatiilor primite sau asupra oricaror scurgeri de informatii primite de la cealaita
Parte.

16. Partea primitoare va fi responsabila pentru securitatea mediilor de stocare,
folosirea corecta, protejarea si distrugerea informatiilor clasificate si a materialelor
(documente, CD-uri, dischete si alti suporti pentru informatii) schimbate intre Parti.

17. Scaderea nivelului de clasificare poate fi efectuatd pe baza consimtamantului )
prealabil al Partii emitente.

18. Tn situatia accesului neautorizat, a incalcarii, pierderii sau dezvaluirii informatiilor
clasificate sau a indiciilor ca s-ar fi petrecut un asemenea eveniment, Partea
primitoare va trebui sa intreprinda toate masurile necesare, in conformitate cu legile
si regulamentele sale nationale, si va trebui sa informeze Partea emitenta cat mai
curdnd posibil asupra acestor aspecte, precum gi asupra masurilor luate si a
rezuitatelor acestor masuri. O astfel de notificare va contine suficiente detalii care sa-
i permita Partii emitente sa faca o evaluare exhaustiva a pagubelor aparute.

19. Incalcarea regulilor de protectie a informatiilor clasificate ale celeilalte Péarti va fi
investigata de autoritatile responsabile si examinata in conformitate cy,,l_ggislagia

statului Partii pe teritoriul caruia incalcarile s-au produs. Cealalta P%é;@,é‘?épcrda

)
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ARTICOLUL 7
AMENDARE $! REVIZUIRE

1. Fiecare dintre Parti poate propune in scris, daca apreciaza necesar, amendarea

sau revizuirea prezentului Memorandum de intelegere. In acest caz, negocierile vor |%

incepe in termen de 30 de zile de la data primirii unei propuneri scrise. in situatia in

care nici un rezultat nu este obtinut intr-un termen de trei luni, fiecare Parte poate g

denunta Memorandumul de Intelegere dupa o notificare prealabila de 60 de zile.

2. Amendamentele convenite sau varianta revizuitd vor intra In vigoare conform {}§
procedurii prevazute la art. 10 alin 1, referitor la intrarea in vigoare a prezentului |4

Memorandum de Intelegere.

3. Pe timpul procesului de amendare sau revizuire, Partile vor continua sa-gi|8

indeplineasca obligatiile decurgand din prezentul Memorandum de intelegere.

ARTICOLUL 8
SOLUTIONAREA DISPUTELOR

1. In cazul oricarei dispute intre Parti referitoare la orice chestiuni derivand din

prezentul Memorandum de Intelegere, Partile vor cauta solutionarea acesteia prin |8
intermediul negocierilor In cadrul unei comisii constituite dintr-un numar egal delj
reprezentanti ai Partilor, fara a se apela la vreo instanta sau tertd parte in vederea ||

obtinerii unei solutii.

2. Pe durata procesului de solutionare a disputelor, Partile vor continua sa-si}

indeplineasca obligatiile rezultand din prezentul Memorandum de Intelegere.

ARTICOLUL 9
INTELEGERI DE APLICARE

Dacid este necesar, in vederea implementdrii prevederilor prezentuluilj
Memorandum de Intelegere, reprezentantii autorizati ai Partilor, pot incheia Tntelegeri |§

tehnice.

ARTICOLUL 10
INTRAREA iN VIGOARE, DURATA Sl IESIREA DIN VIGOARE

1. Prezentul Memorandum de Intelegere va intra in vigoare la data primirii ultimei
notificari prin care Partile se informeaza reciproc, in scris, pe canale dnplomatlce call
toate procedurile pentru intrarea sa in vigoare au fost indeplinite, in p/engﬁermxta&e cu |4

legislatiile nationale. e
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2. Prezentul Memorandum de Intelegere va ramane in wgoare pentru o] penoada g
de un an si va fi prelungit automat pentru noi perioade de cate un an daca Partile nu |3
decid altfel. Acesta isi poate inceta valabilitatea oricand prin consimtamantul Partilor i
exprimat in forma scrisa sau prin transmiterea de catre oricare dintre Parti, catre |3
cealaltd Parte, a unei notificari asupra intentiei sale de a-l denunta. Tn acest caz, |2
prezentul Acord va inceta sa produca efecte la 60 de zile de la primirea unei astfel de |3
notificari scrise. :

3. In situatia in care una dintre Parti considera ca cealalta Parte nu respecta sau nu |§
este In madsura sa respecte preveden!e prezentului Memorandum de Intelegere, {5
poate propune, in scris, organizarea unor consultari care vor avea loc cat mai repede | §
cu putinta. Daca nici un rezultat nu este obtinut intr-un termen de 60 de zile, fiecare |§
Parte poate denunta, in scris, prezentul Memorandum de Intelegere. Denuntarea va |§
produce efecte dupa o perioada de 60 de zile.

4. Si in situatia incetarii valabilitati prezentului Memorandum de intelegere, |}
drepturile si obligatile Partilor privind securitatea, protectia, transferul si utilizarea |
informatiilor clasificate si a materialelor informative decurgand din aplicarea |}
prezentulun Memorandum de intelegere vor raméane in vigoare.

Semnat la Istanbul la 31 martie 2009, in doua exemplare originale Tn limbile |}
romana, turca si engleza, toate textele fiind egal autenttce in caz de divergenta,
textul in limba engleza va prevala.

Drept pentru care, subsemnatii, deplln imputernicit de autoritatile lor, au semnat
prezentul Memorandum de Intelegere

PENTRU GUVERNUL ROMANIEI PENTRU GUVERNUL REPUBLICII
TURCIA

CONTRAAMIRAL DORIN DANILA AMIRAL METIN ATAC
SEFUL STATULWI MAJOR AL COMANDANTUL FORTELOR NAVALE
FORTELGR NAVALE TURCE :

SEFUL DIRECTIEI COQRER
APARARII '
General de brigada ing.
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MEMORANDUM OF UNDERSTANDING

BETWEEN
THE GOVERNMENT OF ROMANIA
AND
THE GOVERNMENT OF THE REPUBLIC OF TURKEY
REGARDING THE COOPERATION
IN THE FRAMEWORK OF “OPERATION BLACK SEA HARMONY”
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The Government of Romania and the Government of the Republic of Turkey,
hereinafter referred to as the “Party” or “Parties”:

In accordance with the “Agreement Between the Government of the Republic of {4
Turkey and the Government of Romania on Cooperation in the Fields of Military |
Training, Technics and Science” (Hereinafter Agreement) signed in Bucharest, on |5

20" February 1992,

Having a common interest in global and regional maritime security and a mutual |§

need for exchange of information to satisfy common operational requirements;

Having a common interest and understanding as the parties of: North Atlantic |§
Treaty (NATO) signed at Washington DC on 4 April 1949, Agreement on The |
Establishment of the Black Sea Naval Cooperation Task Group (BLACKSEAFOR), {§
signed in Istanbul on 2 April 2001 and Document on Confidence and Security- |8
Building Measures (CSBM) in the Naval Field in the Black Sea, adopted 1 November {§

2001, without any prejudice to the Agreement.

Considering the United Nations (UN) Charter and the objectives set forth in the :

UN Security Council Resolutions relevant for preventing and combating international
terrorism and traffic of weapons of mass destruction,

Affirming their determination to further enhance the friendship and cooperation |}

between the two countries in accordance with the principles of international law,

Mutually expressing their wish to take the necessary security measures based on

cooperation under the context of suppression of unlawful acts at sea,

Considering that “Operation Black Sea Harmony" represents an open and ﬁ'

inclusive mechanism, which all the littoral states of the Black Sea can join,

Have agreed, as permitted by their respective national laws and disclosure |§
policies, to cooperate in conducting operations in the Black Sea area relating to|§
activities in the maritime domain, including between the other national competent |}
authorities, on the following. ;
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ARTICLE 1

PURPOSE

The purpose of this MOU is to define the legal framework for co-operation
between the Parties under the aegis of the Operation Black Sea Harmony, in order to

fight against maritime risks in the Black Sea as well as to define the methods and the |3
responsibilities for the exchange of information for Operation Black Sea Harmony |%
between the Romanian Naval Forces Command and the Turkish Naval Forces

Command as the authorized representatives of the Parties.
ARTICLE 2
DEFINITIONS

1. “Information” means information related to the Operation Black Sea Harmony

listed in para 4.8, to be exchanged in accordance with the present Memorandum of |§

Understanding, including but not limited to a written, verbal or visual form, films,
slides, photographs, cassettes, disks.

2. ‘“Operation Black Sea Harmony Permanent Coordination Center” (OBSH PCC) {§
means the center, which operates under a Turkish Commanding Officer as the ||
coordination center for the Operation Black Sea Harmony (OBSH), with authorized |}
staff and liaison officer from the Romanlan Party. The center operates on 24-hour/7- |§

day basis.

3. Liaison Officers:

a. “The Romanian Liaison Officer” means the Romanian naval officer who is j:
posted to the OBSH PCC under the administrative chain of the Romanian Military |}

Attaché in the Republic of Turkey and has the authority to act as Romanian national
point of contact at the OBSH PCC.

The liaison officer shall work at the OBSH PCC within the working hours (0900-
1800) and shall be ready on call vigilance to be present at the center when needed
during out of duty hours, weekends and holidays.

b. “The Turkish Liaison Officer” means the Turkish naval officer vested with

authority to act as point of contact for the OBSH at a location determined by the |§
Ministry of Defence of Romania under the administrative chain of Turkish Embassy in | §

Romania.

4. “The suspect vessels” means such vessels using regular or irregular maritime
routes with possible involvement in activities such as terrorism, illicit trafficking in
weapons of mass destructlon thelr means of dehvery and related materials and other

monitoring.




ARTICLE 3

SCOPE

1. Information Exchange for the maritime operations shall cover deployed units fo ’
the OBSH, Naval Headquarters of the Parties and OBSH PCC at Karadeniz Eregli1§
Zonguldak (Republic of Turkey). The information exchange shall be implemented}
through Operation Black Sea Harmony Permanent Coordination Center at Karadeniz

Eregli.

2. Romanian and Turkish units cooperating within OBSH shall show naval presencd}
in the traffic routes of merchant shipping and undertake systematic surveillancj
operations in their own maritime jurisdiction area and the airspace above this area ir}
the Black Sea in accordance with international law and national legislation of the§
states of the Parties. The Romanian Naval Forces Command — together witH{}

Romanian competent authorities - and Turkish Navy, will:

a. Conduct reconnaissance operations;

b. Trail/lshadow suspected vessels, where appropriate, only in strict observance '

with national legislation of each state;

c. Co-operate via OBSH Permanent Coordination Center (PCC) in order tq}

coordinate their actions.

3. Competent authorities for the implementation of this MOU:

a. For the Government of the Republic of Turkey, Turkish Naval Forces

Command,

b. For the Government of Romania, the Ministry of National Defence, throughl]

the Romanian Naval Forces Command.

ARTICLE 4

MANAGEMENT AND RESPONSIBILITIES

1. Each Party will inform the other Party about the impediment(s) occured during
exchange of data due to unforeseen events, difficulties stemmed from their internall§
laws and regulations, or technical problems, as well as about the cause(s) of thel

impediment(s) and its duration as soon as possible.

2. The Parties have agreed that obligations from this MOU shall not brlng anyl :'

substantial financial burden or liability to develop current systems or..a
systems.
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3. Concept of Operation:

OBSH represents an instrument for effective regional cooperation, in operational
terms and concrete, while BLACKSEAFOR plays a complementary role, focused on
enhancing national capabilities and inter-operability among littoral navies, that will
transfer the accumulated expertise to OBSH.

a. OBSH comprises the following maritime actions conducted by the Romanian

Navy — together with Romanian competent authorities and only in strict observance {&

with national legislation - and the Turkish Navy:

- Systematic maritime surveillance operations respectively in Romanian / {§
Turkish maritime jurisdiction areas and the airspace above those areas in|g

accordance with international law;
- Reconnaissance operations for suspect vessels;
- Trailing/shadowing operations for suspect vessels;

- Taking an appropriate action if notified that a suspect vessel has
entered into Romanian / Turkish maritime jurisdiction areas;

b. The operation is coordinated and conducted in cooperation with national |§
coast guard/border services, as well as other relevant government bodies, as{}
appropriate, when and where needed, in consistency with laws and regulations of the |}

states of the Parties.

c. The operation is connected to NATO by information exchange.

d. The Parties coordinate their handover action of trailing/shadowing suspect
vessels via OBSH PCC at Karadeniz Eregli (Republic of Turkey) through liaison |}

officers.

e. The systematic surveillance areas are agreed upon through PCC.

f. If there is clear ground and credible intelligence on any vessel, suspected of |§
being involved in terrorist activities, illicit trafficking in weapons of mass destruction, |§
their means of delivery and related materials, and other illegal activities creating
maritime risks, the Parties can consult each other to conduct compliant boardings |4
and in-port visits in accordance with international law and national regulations, as ;

appropriate.
4. Command, Control and Communications

a. [Each Party, retains through the respective national authorities, the command
and control of its own naval assets involved in the OBSH.

b. Each Party is responsible for issuing via OBSH PCC necessary information
regarding their operating assets and their operational patterns in the QBSH=invorder
to prevent overlapping and interference. N
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c. The communications amongst respective national headquarters and OBSH
PCC shall be provided with the following means:

- Secure telephone lines
- Secure internet

- Secure fax

5. The communications amongst the participating assets (including air assets) at

sea shall be in the following modes:

a. VHF, UHF and HF radio voice communications (plain English language to be

used with special brevity codes to be developed jointly);
b. PC-to-PC communications ;

c. Visual communications (signaling flags and flashing lights);

6. A liaison officer of the Romanian Navy at OBSH PCC shall act as the national |}
point of contact with the vested authority to coordinate maritime activities with the|j
Turkish Navy. Reciprocal liaison at the location which shall be identified by the|}

Romanian Party shall be considered by the Turkish Party.

7. Information Exchange: Information exchange amongst deployed units, national ':
headquarters and OBSH PCC-Karadeniz Eregli shall be established to support the

execution of maritime operations in full observance of the legislation of the Parties.

8. Exchange of information covers the following venues:

a. Exchange of information about Romanian and Turkish deployed units

cooperating within OBSH and their operational patterns;

b. Exchange of information on suspect vessels entered and exited into the

Black Sea;

c. Exchange of information on environmental conditions impacting maritime

operations;

d. Exchange of information on shipping with potential vulnerability to

asymmetrical threats such as cargo vessels carrying explosive freight;

e. Exchange of data on vessels that change names, national flags and IMO

numbers;
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9. Procedures and Standard Operational Principles; Separate Terms of Reference
(TOR) below shall be negotiated and concluded during technical meetings and
concluded as appropriate:

a. TOR for standard operations for surveillance and trailing/ shadowing tasks.
b. TOR concerning formats and procedures for information exchange.

c. TOR for operations of OBSH PCC/ Karadeniz Eregli.

ARTICLE 5

LOGISTIC SUPPORT

1. All necessary expenses including travel and in-patient health care of the liaison
officer, working in Turkey, shall be borne by the Romanian Party. The military {3
facilities and services, including accommodation, shall be available to liaison officer {§

on a reciprocal basis.

2. Logistic support of assets of the Romanian Navy (ROUN) and the Turkish Navy |}
(TUN) assets participating in OBSH is a responsibility of the state of the respective |§

Party.

3. In emergencies, Romanian and Turkish forces participating in “Operation Black |}
Sea Harmony” shall, on request, assist each other by providing fuel, provisions, |§
drinking water or other assistance. Such assistance will subsequently be paid for by|§

the party, which made the request, within 30 days.

4. The Parties shall provide crews of each other ships, participating in OBSH, with |3

essential medical assistance in cases requiring urgent specialized medical care.
Should a ship participating in “Operation Black Sea Harmony” find itself in distress,
other participating ships shall take necessary measures to rescue the ship and its
Crew.

5. All aspects related to the status of liaison officers referred in Article 2.3, will be
governed by the “Agreement between the Parties to the North Atlantic Treaty |8
regarding the status of their forces, signed in  London onjs

19 June 1951 (NATO SOFAY".

ARTICLE 6
INFORMATION AND CRYPTO MATERIAL SECURITY
1. Upon transfer of Communications and Information Systems (CIS) and Crypto

material (including the documentation) the receiving Party shall be respg \ﬂﬁ‘ﬁa\r the
security, proper use and safeguarding of this material. S g A\\
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2 Cryptographlc matenal transferred between the Partles shall be accounted

transported and safeguarded appropriately in accordance with the national rules and
regulations of the receiving Party with the same protection aforded to its own |-

materials of equivalent level.

3. Transfer of cryptographic material shall be made through agreed channels with
appropriate security cleared personnel having the right to work with such material.

4. The releasing Party shall be informed immediately in the event of loss, damage
or compromise of cryptographic material. Results of following actions and
investigations shall also be reported to the releasing Party.

5. The cryptographic keys shall be changed regularly for information security on the
basis of mutually agreed procedures and principles, as appropriate. In case of |8
termination of this MOU, all the CIS and crypto material shall be returned to the |3

releasing Party within 30 days.

6. All the documents and messages to be exchanged shall be given maximum

“OBSH CONFIDENTIAL”" security classification.

7. Within the frame of the security measures prescribed by their respective national :

laws and regulations, each Party undertakes the protection of the classified

information and material exchanged under these provisions and adopts the |

equivalence of the security classification set out in the table below:

EQUIVALENGE IN IN REPUBLIC
IN ROMANIA ENGLISH FOR OBSH OF TURKEY
SECRET OBSH CONEIDENTIAL KUH OZEL

SECRET DE SERVICIU OBSH RESTRICTED KUH HIZMETE OZEL

NESECRET OBSH UNCLASSIFIED | KUH TASNIF DIS!

8. The Parties shall take the necessary measures to safeguard and to control the
access to, under the principle of need-to-know basis, the information marked “OBSH
RESTRICTED/ OBSH CONFIDENTIAL" in accordance with the provisions of Article
IV of the Agreement between the Government of the Republic of Turkey and the
Government of Romania on Cooperation in the Fields of Military Training, Technics
and Science signed in Bucharest, on 20" February 1992 and their respective national
legisiations.

9. All OBSH classified information exchange between the Parties shall be made
through agreed secure communication channels. (OBSH UNCLASSIFIED
information can be exchanged over non-secure communication channels)

10. The originating Party is responsible for giving the approprtaber:secunty
"hﬁé%hwd :

classification to the information exchanged between the Parties a?dgn
party. /
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11. Information security classifications to be used and their significance are as
follows:

a. OBSH UNCLASSIFIED: Disclosure or exchange over non-secure
communications channels of this type of information is not damaging to or detrimental
to the interests of states of the Parties and/or effectiveness of OBSH.

b. OBSH CONFIDENTIAL : Disclosure or exchange over non-secure
communications channels of this type of information is detrimental and damaging to
the interests of the Parties.

c. OBSH RESTRICTED: Disclosure or exchange over non-secure
communications channels of this type of information is detrimental and damaging to |§

the effectiveness of OBSH.

12. The Parties will actively share relevant OBSH — related information with NATO, '
in support of Alliance efforts to fight terrorism. They may also agree to, partially or {}

totally, disclose or release the OBSH related information limited to those stated under
paragraph 4.8 to other OBSH participant nation(s) for the purpose of enhancing
global and regional maritime security. Any information received within OBSH can be
transmitted to a third party based only upon prior written approval of the authorities of
the releasing Party.

13. In some cases, the Parties may originate information marked as “releasable only |}
to NATO". Such information cannot be transmitted to any other third party, including |}

other non-NATO members participating to OBSH. However, such information may be
released to a third party only upon prior written approval of the authorities of the
releasing Party.

14. The documents originated in the framework of co-operation shall be marked with |§

the level of classification of the information and any conditions of release or
limitations on its use.

15. The Parties shall inform each other of any prospective dangers to or leak of
information received from the other Party.

16. The receiving Party shall be responsible for the security records, proper use and
safeguarding and destruction of classified information and material (documents, CD,
diskette and other information carriers) exchanged between the Parties.

17. Downgrading of the security classification could be made upon the prior consent
of the releasing Party.

18. In the event of an unauthorized access to, break, loss, diversion or disclosure of |3
classified information or suspicion for all of these, the receiving Party should take all |§
appropriate measures in accordance with its national laws and regulations, and|§

should inform the originating Party, as soon as possible about this as well as of the
measures taken and their resuits. Such notification should contain sufficient defails to

enable the originating Party to fully assess the damage incurred. 7 ;0“";-,7-;@\
N Ay e
umee

-9-

ha

SRICT Y0 T (Y e ' R

et g i oot i



= mar

I e i T T

g
&

T

19. Breaches of the rules of protection of classified information of the other Party
shall be investigated by the responsible authorities and examined in accordance with
the legisiation of the State of the Party within the territory of which the breaches
occurred. The other Party upon request shall render assistance during the
investigation.

ARTICLE 7

AMENDMENT AND REVISION

1. Either Party may propose in writing, if finds it necessary, the amendment or |3
revision of this MOU. In this case, negotiations shall start within 30 days from receipt {§
of a written proposal. If no result is reached in three months, either Party may |8

terminate the MOU in question upon written notice of 60 days.

2. Agreed amendments or revision shall enter into force, in accordance with the

procedure set forth in ART. 10, para 1, governing the entry into force of this MOU.

3. During the amendment and revision the Parties shall continue to fulfill their |

obligations under this MOU.
ARTICLE 8

SETTLEMENT OF DISPUTES

1. In the event of any dispute between the Parties relating to any matter arising out i

of this MOU, the Parties shall settle such dispute by means of negotiations in a
commission constituted of equal number of participants by the Parties, without
reference to any tribunal or third party for settiement.

2. During the settlement of disputes, the Parties shall continue to fulfill their
obligations under this MOU.

ARTICLE 9
IMPLEMENTING ARRANGEMENTS

if necessary, in order to implement the provisions of this MoU, the authorized
representatives of the Parties may conclude technical arrangements.

ARTICLE 10

ENTRY INTO FORCE, DURATION AND TERMINATION

-10-
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2. The present MoU shall be valid for a period of one year and it will be
automatically prolonged for new one year periods if the parties do not decide
otherwise. It may be terminated at any time by mutual consent of the Parties
expressed in written form or by any of the Parties giving to the other Party a written
notice of its intention to terminate it. in this case the present Agreement shall be
terminated 60 days after the receiving of such written notice.

3. In the event that one of the Parties concludes that the other Party is not
complying or is unable to comply with the provisions of this MOU, it may propose, in
writing, consultations, which will begin immediately. If no result is reached within 60

days, either Party may denounce in writing this MOU. The denunciation will enter into
force after a 60 days period of time.

4. Notwithstanding termination of this MOU, the rights and obligations of the Parties
regarding the security, protection, transfer and use of classified information and
intelligence pursuant to this MOU shall remain in effect.

Signed in Istanbul, on the 31 of March, 2009, in Romanian, Turkish and English

languages, all texts being equally authentlc In case of divergence between the texts,
the English version will prevail.

In witness thereof, the undersigned, duly authorized by their respective
authorities, have signed this MOU.

ON BEHALF OF THE - ON BEHALF OF THE
GOVERNMENT OF ROMANIA GOVERNMENT OF THE

REPUBLIC OF TURKEY

Rear Admiral Dorin DANILA

Commander of Romanian Naval Commander of Turkish Naval
Forces Staff Forces
DOCUMENTUL ESTE CQ CU ORIGINALUL

{| SEFUL DIRECTIEI CO PRARE EXTERNATIONALA iN DOMENIUL
1 APARARII QP
General de brigadi i lng
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